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1 - Introduction

1.1 - Challenges of Data Leakage through Computer's Screen

In everyday operations, users have access to and work on sensitive files. However, it is difficult for
companies to prevent users taking photo/video against computer's screen by using mobile phone when
accessing sensitive information (e.g. personal information, CCTV footage and other sensitive data). Due to
COVID-19, more and more people work from home. Companies have to allow users to download data to
notebook and access the data at home or allow them to connect to company's network through VPN. It
increases the difficulty of preventing data leak through screen.

Online meeting is another security challenge. When people need to show something to meeting
participants (e.g. contracts, designs and even training materials) during online meeting, how to protect the
information shown to participants? Although we cannot prevent people to take photo/video against
computer's screen, at least we should be able to trace the source of data leakage.

1.2 - What is the purpose of Curtain MonGuard?

Curtain MonGuard is a solution for displaying screen watermarks that administrators can enable on users'
computers. This screen watermark can display various user information, such as the computer name, username,
and IP address. The purpose of this watermark is to effectively grab the user's attention and serve as a reminder
before they take a screenshot or photograph the screen to share the information with others.

The key benefit of Curtain MonGuard is that it encourages users to "think before sharing” sensitive information. If
the content being shared contains confidential company data, the watermark can help trace the source of the
leaked information back to the user responsible. This allows organizations to hold users accountable and mitigate
the consequences of data breaches or unauthorized information sharing.

1.3 - Components of Curtain MonGuard

There are 2 basic components of Curtain MonGuard:
e  Curtain Lite Client
e  Curtain Lite Admin (for the machine having Curtain Lite Admin, we call it Curtain Policy Server)

Curtain Lite Client:
When administrators want to display watermark on screen in user's computers, Curtain Lite Client must be
installed in those computers.

Curtain Lite Admin:
Curtain Lite Admin is mainly for administrators to define Curtain control policies centrally. In general, only
one Curtain Lite Admin is needed in a company.

PS.

- Curtain Lite Admin can be installed on physical machine or virtual machine (VM).

- For standalone computer, Curtain Lite Admin and Client can be installed on the same machine. It is
recommended to enable password protection for Curtain Lite Admin for preventing users to change
control policy.
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2 - Preparation before Installation

2.1 - High-level Installation Plan

Preparation:

e Which computers do you want to display watermark on screen?

e  What kind of screen watermark do you want to apply (e.g. Full Screen Watermark or Application
Screen Watermark)?

e  Duration of displaying screen watermark (e.g. always or specific time slot)?

e  Which server will act as Curtain Policy server (i.e. Curtain Lite Admin will be installed on that
server)?

e Do you want to integrate Curtain MonGuard with Active Directory (so that control policy can be
granted to AD user/user group)?

High-level installation plan:

1. Install Curtain Lite Admin

2. Install Curtain Lite Client on user's workstations

3. Activate Curtain MonGuard (for Paid version)

4. Define format of screen watermark

5. Create and configure control policy groups in Curtain Lite Admin

6. Connect with Active Directory for collecting user information, if you prefer to grant control policy by
user/user-group

7. Assign workstations/users to different policy groups

8. Done

Related FAQs:

FAQO0318 - What are the basic components of Curtain MonGuard?
FAQOO0308 - How to activate Curtain MonGuard?

FAQO0305 - How to define format of screen watermark?

FAQO00303 - How to grant control policy by user/user group?
FAQO00302 - How to configure Control Policy Group?

2.2 - System Requirements of Curtain MonGuard and Curtain LogTrace

System Requirements of Curtain Lite Admin and Client:

1.6 GHz or faster, 2-core; 2 GHz or greater recommended

2GB RAM (Recommended 8GB RAM)

2GB Hard Disk (in NTFS) for installation

TCP/IP network

TCP Port 24821 and 24822 are opened for communication (Note: if firewall exists in the network,
please make sure these two communication ports are not disabled)

e  For 64-bit OS, MSXML 4 or 6 is required (It can be download from Microsoft website)

P.S.: Curtain Lite program includes features of Curtain MonGuard and Curtain LogTrace
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Operating System 32-bit 64-bit

XP Supported Not Supported

Win Server 2003 Supported Not Supported

Win Server 2003 R2 Supported Not Supported

Vista Supported Not Supported

Win Server 2008 Supported Must have SP2 installed

Win Server 2008 R2 Supported Must have SP1 & KB3033929 installed
Win 7 Supported Must have SP1 & KB3033929 installed
Win 8 Supported Supported

Win 8.1 Supported Supported

Win Server 2012 \ Supported

Win Server 2012 R2 \ Supported

Win 10 Supported Supported

Win Server 2016 \ Supported

Win Server 2019 \ Supported

Win 11 \ Supported

Win Server 2022 \ Supported

2.3 - Open Port 24821 and 24822 for Curtain Lite Admin

If Windows Firewall is enabled, please open port 24821 for Curtain Lite Admin and Curtain Lite Client.

For Windows 2008/2012/2016/2019/2022/Vista/Win 7/Win 8/Win 10/Win 11, please add the rules for
Curtain Lite Admin as below:

inbound rule of 24821 port of TCP
inbound rule of 24821 port of UDP
outbound rule of 24822 port of TCP
outbound rule of 24822 port of UDP

For Windows 2003 and XP, set the port exception as below:

24821 port of TCP
24821 port of UDP
24822 port of TCP
24822 port of UDP

For Windows 2008/2012/2016/2019/2022/Vista/Win 7/Win 8/Win 10/Win 11, please add the rules for
Curtain Lite Client as below:

outbound rules of 24821 port of TCP
outbound rules of 24821 port of UDP
inbound rules of 24822 port of TCP
inbound rules of 24822 port of UDP

For Windows 2003 and XP, set the port exception as below:

24821 port of TCP
24821 port of UDP
24822 port of TCP
24822 port of UDP

Steps to add rules for Windows 2008/2012/2016/2019/2022/Vista/Win 7/Win 8/Win 10/Win 11:
1. Select "My Computer" and right click to select "Manage"
Then, Server Manager will be shown.
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2. In Server Manager, select "Inbound Rules" as below picture and right click to select "New Rule..."

E:r: Server Manager

File Action View Help

&= 7= HE
_%5 Server Manager (Ma4W 2KE)

[ _'E » Roles

= ﬁl Features

[# Diagnostics :
=l % Configuration '
& {5) Task Scheduler
= é Windows Firewall with Advanced Sec

SR Tee—] |
B3 Ortoonr .,

fa Connectio  Fiter by Profile »
[+ ";'iu Monitoring Filter b? State F 1
£k Services Filter by Group ¥ |/
&5 WMI Control .;
= 23 Storage View o

-'35 Windows Sery

{
i=¢ Disk Manager rids

Export List...

Help

3. New Inbound Rule Wizard is shown as below, choose Port and click Next.

[ Mew Inbound Rule Wizard _——— . Zj

* Rule Type
i
* Select the type of firewall rule to create.

] Steps:

[ & Rule Type What type of nule would you like to create?
i & Protocol and Ports
@ Action " Program
| @ Profile Rule that controls connections for a program.
@ Name * Port
Rule that controls connections for a TCF or UDF port.
" Predefined:
Active Directory Domain Services _LI

! Rule that controls connections for a Windows experience.

 Custom
Custom rule,

Leam more about nile types.

< Back MNeot = Cancel
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4. This rule applies to TCP and enter "24821" in Specific local ports, and click Next.

r % New In d Rule Wizard
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5. Select "Allow the connection"”, and click Next.

* New Inbound Rule Wizard

Action

-

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

I & Fule Type What action should be taken when a connection matches the specified conditions?

# Protocol and Ports
*  Allow the connection

ey e

- tion This includes connections that are protected with [Psec as well as those are not.
@ Profile .
i {" Allow the connection if it is secure
o
e Thiz includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in [Psec properties and rules in the Connection: Security
Fule node.
i
3 ™ Block the connection
"
]
Leam more about actions
. <Back || MNew> Cancel
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6. Check all as shown below (i.e. "Domain", "Private", and "Public") and click Next.

I * Mew Inbound Rule Wizard ':-: =i

Profile
Specify the profiles for which this rule applies.

[

i Steps:
I Aule Type When does this rule apphy?

3. & Protocol and Ports
" @ Action ¥ Domain

: s Profiles Applies when a compiter is connected to its corporate domain.
& MName ¥ Private
Applies when a computer is connected to a private networl: location.
M Public
§ Applies when a computer is connected ta a public network location.
i
3
r
Leam more about profiles
| cBack || Net> Cancel
[

L__ros
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7. Enter "curtain" for the name of this rule, and click Finish.

d Rule Wirard

™ New Inboun
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8. A new inbound rule named "curtain” is created successfully.

E:., Server Manager

File Action View Help

& |7== HE
%a 3erver Manager (Me4 2K3) Inbound Rules Actions
g‘j Features =
{#m Diagnostics - BG1 Mew Rule...
= jﬁ’l Configuration -!! e L ECTary LIOTa Lo, DCOvE Cneetr e .
EJU (1) Task Scheduler &) Active Directory Domain Con... Active Directory,.. Al W Filter by Profile
= % Windows Firewall with Advanced Sec ‘ﬁ Active Directory Domain Con... Active Directory... Al _ || 5T Filter by State
£ Inbound Rules "ﬁ' Active Directory Domain Con... Active Directory... Al
: ; i . S S Filter by Group
COuthbound Rules l@?.ﬁ.chve Directory Domain Cor...  Active Directory... Al
:i_ Connection Security Rules '@Acﬁve Directory Domain Con... Active Directory... Al View
= B, Monitoring & Active Directory Domain Con... Active Directory... Al = e
2 : = 7 Refre
E{; Services '.@.' Active Directory Domain Con... Active Directory... Al c4
. &= WMI Control féj‘ Active Directory Domain Con... Active Directory... Al |Z EwportList..,
=1 .Lﬂf Storaoe B & eim Mo Dirremies e P B T all ==

Please according to the above steps, to add more rules for:

e inbound rule of 24821 port of UDP
outbound rule of 24822 port of TCP
outbound rule of 24822 port of UDP
outbound rules of 24821 port of TCP (Curtain Lite Client)
outbound rules of 24821 port of UDP (Curtain Lite Client)
inbound rules of 24822 port of TCP (Curtain Lite Client)
inbound rules of 24822 port of UDP (Curtain Lite Client)

P.S. To create outbound rule, select "Outbound Rules" and right click to select "New Rule..."
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Steps to set Port Exception for Windows 2003 and XP:
1. Click "Add Port..." button in Control Panel > Windows Firewall > Exceptions

%= Windows Firewall 3

| Generaijl Exceptions | Advanced

‘Windows Firewall iz blocking incoming network. connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work, better but might increaze your security rizk.

Programsz and Services:

curtain24822

curtain24 821

curtain24 821

File and Printer Sharing

K.azpersky Administration Kit
K.aspersky Administration Kit
K.azpersky Administration Kit

Metwaork Diagnostics for Windows 3P
Remate Assistance

I Remnte Mackton =5

[ AddProgam.. | [ addPot. |[  Edt. |[ Delste

Dizplay a natification when ‘Windows Firewall blocks a program

‘what are the risks of allowing exceptions?

Ok, Cancel

2. Enter 24821 and select TCP. Then, enter a name for this exception and click OK.

Edit a Port X

|tze these settings to open a port through "Windows Firewall. Tao find the port
number and protocol, consult the documentation for the program or service you
want bause,

Name: |Furtain24821 |

Fart number: | 24821 |

& TCF {JUDP

Wwhat are the rizks of opening a port?

Chahge scope. .. (i

Please according to the above steps, to add more exceptions for:
e 24821 port of UDP

24822 port of TCP

24822 port of UDP

24821 port of TCP (Curtain Lite Client)

24821 port of UDP (Curtain Lite Client)

24822 port of TCP (Curtain Lite Client)

24822 port of UDP (Curtain Lite Client)

10
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3 - Installation

3.1 - Install Curtain Lite Admin

After you decide which server acts as Curtain Policy server, you should install Curtain Lite Admin on that
server. Here are the steps.

Steps to install Curtain Lite Admin:

1. Copy appropriate Curtain server setup package (e.g. CurtainLiteAdmin_Win32(327400).zip or CurtainLite
Admin_X64(327400).zip) to local hard-disk of the server.

2. Unzip the setup package.

3. Run Curtain server setup program. Make sure that you login Windows with administrator right.
Then, you will be asked to select Language for the installation.

Curtain Administrator - InstallShield Wizard oy

Select the language for the installation from the choices below.

Englizh [United States) W

Chinese [Simplified)
Chinese [Traditional

English [United States)

4. Select a language and click OK.

11
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5. Read License Agreement. If you accept the agreement, select "l accept the terms of the license
agreement” and click Next to continue.

Curtain Administrator - InstallShield Wizard *

License Agreement

Pleasze read the following license agreement carefully

END-USER LICENSE AGREEMENT FOR CURTAIN SOFTWARE

IMPORTANT--READ CAREFULLY: This End-User License Agreement ["EULA") iz a legal
agreement between you [either an individual or a single entity) and Coworkshop Solutions
Limited for the CURTAIN software that accompanies this EULA, which includes associated
media ['Software’). An amendment or addendum to this EULA may accompany the Software.
YOU AGREE TD BE BOUND BY THE TERMS OF THIS EULA BY INSTALLING, COPYING,
OR USING THE SOFTWARE. IFYOU DO NOT AGREE, DO MOT INSTALL, COFY, OR
USE THE SOFTWARE; YOU MAY BETURN IT TO YOUR PLACE OF PURCHASE FOR A
FULL REFUND, IF APPLICABLE.

1. GRANT OF LICEMNSE. Coworkshop Solutions Limited grants you the following
rights provided that you comply with all terms and conditions of this EULA:
11 Installation and use. ‘Y'ou may:

(a) install and use a copy of the Software on one personal computer or other
device; and

(b] install an additional copy of the Software on a second, portable device for the
exclusive use of the primary user of the first copy of the Software.
1.2 Alternative Rights for Storage/Network Use, As an alternative to Section 1.1(a),
you may install a copy of the Software on a network storage device, such as a server
computer, and allow one access device, such as a personal computer, to access and use

O | accept the terms of the license agreement

¥ | do not accept the terms of the license agreement

InstallSfied | <Back l[ Next > | Cancel |

12
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Then, you will be asked to select Curtain components to install.

Curtain Admin s K D escription————————————————
Curtain A& s for s
administrators to define
control poli trally.

quired on C:

Space Available on C:

InstallSfied | | <Back r[ Next > r N Cancal

6. By default, "Curtain Admin" is selected. Click Next to continue.
7. Select Destination Folder for the installation, and click Next to continue.
8. Click Install to start the installation.

9. Please reboot the server after the installation.

13
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3.2 - Install Curtain Lite Client

If you want to display watermark on screen in a user's workstation, you should install Curtain Lite Client on
that. Here are the steps.

Steps to install Curtain Lite Client:

1. Copy appropriate Curtain Lite client setup package (e.g. CurtainLiteClient_Win32(327400).zip or
CurtainLiteClient_X64(327400).zip) to local hard-disk of user's workstation.

2. Unzip the setup package.

3. Run Curtain Lite client setup program. Make sure that you login Windows with administrator right.
Then, you will be asked to select Language for the installation.

Curtain Client - InstallShield Wizard oy

Select the language for the installation from the choices below.

Englizh [United States) W

Chinese [Simplified)
Chinese [Traditional

English [United States)

4. Select a language and click OK.

14
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5. Read License Agreement. If you accept the agreement, select "l accept the terms of the license
agreement” and click Next to continue.

Curtain Client - InstallShield Wizard >

License Agreement

Please read the following license agreement carefully

END-USER LICENSE AGREEMENT FOR CURTAIN SOFTWARE

IMFORTANT-READ CAREFULLY: This End-User License Agreement ["ELILA"] is a legal
agreement between you [either an individual or a single entity) and Coworkshop Solutions
Limited for the CURTAIN software that accompanies this EULA, which includes associated
media [*Software”]. An amendment or addendum ta this EULA may accompany the Software.
YOU AGREE TD BE BOUND BY THE TERMS OF THIS EULA BY INSTALLING, COPYING,
OR USING THE SOFTWARE. IFYOU DO NOT AGREE, DO NOT INSTALL, COFY, OR
USE THE SOFTWARE: YOU MAY RETURN IT TO YOUR PLACE OF PURCHASE FOR A
FULL REFUND, IF APPLICABLE.

1. GRANT OF LICENSE. Coworkshop Solutions Limited grants you the following
rights provided that you comply with all terms and conditions of this ELLA:
11 Installation and use. “Y'ou may:

[a] install and use a copy of the Software on one personal computer or other
device; and

(b) install an additional copy of the Software on a second. portable device for the
exclusive use of the primary user of the first copy of the Software.
1.2 Alternative Rights for Storage/Network Use. As an alternative to Section 1.1(a).
you may install a copy of the Software on a network storage device, such as a server
computer, and allow one access device, such as a personal computer, to access and use

O | accept the terms of the license agreement

¥ | do not accept the terms of the license agreement

InstallSfied | <Back l[ Next > | Cancel |

15
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Then, the setup program will check your system environment for the installation, click Next to continue.

InstallShield Wizard *

Results of environment check for the installation:

€ os Windows 10

Communication Port:  Installation requirements are fulfiled

L component: Installation requirements are fulfiled.

Installation reguirements are fulfiled.

Installed Version: Mo Curtain Client installed

16
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6. Enter hostname or IP Address of Curtain Lite Admin (Please make sure that it is entered correctly), and
click Next to continue.

i
=
o
(]
41}
=
i
1
=]
i
=
[+t
L1
=
[4¢]
=)
P
[a1)
=

Server Location

Please enter the machine name [or IP Ad | of the Central Administrator.

InstallShicld | | <Back l[ Next > I | Cancel ]

7. Select Destination Folder for the installation, and click Next to continue.
8. Click Install to start the installation.
9. Reboot the workstation after installing Curtain Lite Client.

P.S. There is no user interface for Curtain Lite Client. You can find it in Windows control panel.

17
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4 - Product Activation

4.1 - Activate Curtain MonGuard

Curtain MonGuard is a shareware. You can download and use the software for free on a trial basis or
commercial use. If you want to display [username] and [IP address] in screen watermark and some
advanced features, you need to activate the software to paid version.

Steps to activate Curtain MonGuard:
1. In Curtain Lite Admin, select "Help > About Curtain Lite Administrator". Then, the following dialog will
appear.

About Curtain Lite Administrator X

Curtain Lite 5.0

E a Product Name:
Curtain Lite Central Administrator

Build:5.0.3274.14

This is an evaluation copy.
Activate Curfain Lite

Copyright (C) 2004-2023 Coworkshop Solutions Limited

All rights reserved.

2. Click "Activate Curtain Lite", you will be asked to do the activation.

Curtain Lite Administrator

The licensed period of your copy of Curtain Lite is expired,
Do you want to re-activate it now?

3. Click Yes to start Product Activation (or click No to skip the Activation).
e [fitis the first time you activate the software, you will be asked to enter a 25-character Product
Key.
e [fitis the Annual Product Reactivation, please go to Step 5 to continue.

18
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Enter Product Key x

Product Key
Please enter the Product Key of your copy of Curtain Lite.

Registration Information

User Mame:

Organization:

4. Enter Product Key (which is case sensitive) and company information, and click OK to continue. Then, the
following dialog will appear.

Curtain Lite Product Activation >

Product Activation

Step 1: Click "Generate Request...” to create the “Activation Request File™,
Send the file to Coworkshop Solutions Limited

Coworkshop Solutions Limited in order to receive the Confirmation Code file,
dick "Import Confirm File...” to complete the activation process.

Stepl | Generate Requestfile.. |

Step 2 Import Confirm File. .. Ok, Cancel

5. Click "Generate Request file..." button to generate Activation Request File, and send this file to
Coworkshop (registration@coworkshop.com). After receiving your activation request, Coworkshop will
send Confirmation Code file back to you.

6. After receiving Confirmation Code file from Coworkshop, click "Import Confirm File..." button and select
the file. After you click OK, the following message box will appear.

Curtain Lite Administrator >

0 Your copy of Curtain Lite is activated!

Congratulations! Curtain MonGuard has been activated successfully.

19
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5 - Configurations

5.1 - Define format of Screen Watermark

Administrators can define the way how screen watermark display in user's workstations, such as content of

watermark, font size, transparency, and etc. Please follow below steps to define the format.

Steps to define format of screen watermark:
1. In Curtain Lite Admin, select "File > Settings".

t’_— Curtain Lite Administrator

File View Clients Policies Language

New Policy
Save Policies

Backup Policies

Client Patch

Settings

Manage

Export Migration Settings
Import Migration Settings

Exit Curtain Lite Administrator

20
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2.In Screen Watermark tab, select "Enable Text Watermark"

Settings X
Settings Password Management Printout Watermarks LDAP Assignment of Security Policy
Database Advanced Settings Screen Watermark Mail Motification Post File Out Control SMTP
B Enable Text Watermark:
Watermark Parameter
Color . Font Size 15
Font Arial ~ Font Style Solid ~
Display Mode Tile v Slope Angle -30 2
Refresh Interval &0 2
Horizontal Space I
Vertical Space I
Transparency I
Text Content Text Parameter
[Date] [Time] PC:[HostMName] 4 [Date]
This free copy is provided by Coworkshop.o [Time]
[HostMame]
[F]
[UserMame]
L 4
e  Color: Color of screen watermark
e  Font Size: Font size of screen watermark
e  Font: Font of screen watermark
e  Font Style: Text Style of screen watermark (Hollow or Solid)
e Display Mode: Display mode of screen watermark (Tile or Center). When Tile is selected, the

whole screen will be filled with screen watermark. If Center is selected, only one screen watermark
will be shown in the center of screen.
Slope Angle: Slope angle of displaying screen watermark
Refresh Interval: Time interval for refreshing content of screen watermark
Horizontal Space: In Tile display mode, horizontal space of each screen watermark
Vertical Space: In Tile display mode, vertical space of each screen watermark
Transparency: Transparency for screen watermark
Text Content: Define content of screen watermark here
Text Parameter : Display [DateTime], [Hostname], [IP] and [UserName] in screen watermark
o [DateTime]: Date and time
[Hostname]: Computer name
[IP]: IP address (this parameter is ONLY available in paid version)
[UserName]: Windows login username (this parameter is ONLY available in paid version)

(el el e]

21



3. Click OK button when finish the setup.
4. Done.

Here is an example.

Curtain MonGuard Installation Guide

Watermark Parameter

Color

Font Calibri w

Display Mode Tile W

Refresh Interval 60 5

Horizontal Space I

Vertical Space I

Transparency

Text Content

Font Size

36

Font Style

Slope Angle

Text Parameter

Username : [UserMame]
Pc name : [HostMame]
P : [IP]

Time : [DateTime]

[DateTime]
[HostMame]
[F]

[UserMame]

22
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5.2 - Create Control Policy Group

Administrators can create many Control Policy Groups in Curtain MonGuard for different
workstations/users. Here is an example of Control Policy Groups for reference.

- Default Policy: for general users, always display Full Screen Watermark

- Managers: for senior management, only display Application Screen Watermark for MS Word, Excel,
PowerPoint and Adobe Reader in office hours

Steps to create Control Policy Group:
1. In Curtain Lite Admin, select "File > New Policy" in the menu. Then you will be asked to enter new Policy
Name.

t'_- Curtain Lite Administrator

File View Clients Policies Language

New Policy

Save Policies

Backup Policies
Client Patch

Settings
Manage

Export Migration Settings
Import Migration Settings

Exit Curtain Lite Administrator

2. Enter new Policy Name and click OK to confirm.

New Policy =

Enter new palicy name g

Cancel

23
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5.3 - Configure Control Policy Group

Steps to configure Control Policy Group:
1. In Curtain Lite Admin, select a Policy Group and right-click to select "Properties".
“& Policies (2)
‘-4 Default Policy (0
% Wait for assignm Update Clients
Set as default policy

Rename
Delete

Clone and Create a Mew Policy
Add User or Group

Default Policy x

Screen Watermark  File Log  Advanced Settings  Applications

[JEnable Screen Watermark

Full Screen Watemark

Application Screen Watermark App

0
[
@

Always Enable

Enable When

Name Type Description dd

m
=1
m

Here is a summary of settings in a Policy Group.

Screen Watermark tab
e  Enable Screen Watermark
o  Full Screen Watermark
o Application Screen Watermark
e  Conditions
o Always Enable
o Enable When

Advanced Settings tab
e  Specify some advanced client settings (e.g. duration of keeping debug log)

We focus on Screen Watermark tab here. For other settings, please refer to other FAQs.
2.In Screen Watermark tab, select "Enable Screen Watermark™:
- if you want to display Full Screen Watermark, select "Full Screen Watermark" and go to Step 5 to continue.

- if you want to display Application Screen Watermark, select "Application Screen Watermark".

Default Policy *

Screen Watemark  File Log  Advanced Settings  Applications

B Enable Screen Watermark
(O Full Screen Watermark

Applications

24



3. Click "Applications" button for enabling screen watermark for specific application(s).

4. Select application(s) which you want to display screen watermark.
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Default Policy
Screen Watermark  File Log  Advanced Settings  Applications
Applications

plication Company ... Software ... Se
(] BDS Max Autodesk Design
[] BDVIA Composer Dasszault ... Design
(] BDVIA Composer Player Dassault ... Design
(] BDVIA Sync Dassautlt ... Design
(] gmcaD Extemnal-A... Design
(I F-Zip lgar Pavlow Tool

[ BCoCaxa CAXA Design
[ BCDSes ACD Syst... Design
(] BCDSes GFMF ACD Syst... Design
(] BCDSee Pro ACD Syst... Design
(] BCcDSes0Y ACD Syst.. Design
(] BCDSeeQV GFMF ACD Syst... Design
[] BCDSeeQV Pro ACD Syst... Design
[] Bemesys Aspire Ed. .. Cffice
[ Bdobe Acrobat Adobe Office
[] Bdobe Acrobat Distiller Adobe Office
[ Bdobe After Effects Adobe Design
[ Bdobe Animate Adobe Design
[ Bdobe Audition Adobe Design
(] Bdobe Bridge Adobe Design

5. Under Conditions:

- if you want to display screen watermark all the time, select "Always Enable" and click OK to save the

settings.

- if you want to display screen watermark in specific time slot, select "Enable When" and click "Add" button
for adding time slot (multiple time slots are supported).

Default Policy

Screen Watemark  Fle Log  Advanced Settings  Applications

@ Enable Screen Watermark
(O Full Screen Watemark
© Application Screen W. Applications

Conditions

Description

Add

Remove
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6. Enter time slot information and click OK.
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Modify Time Condition >
Type: Time
Mame: Working Hours
Day: [ ]sun [w]M™ean [v] Tue [v]wed [v]Thu[v]Fri [ ]sat
Interval: 09 [=: |00 18 [= o0 =
Description: Mon - Fri (9:00a.m - 6:00p.m)
oK Cancel

5.4 - Set Default Policy

If it is the first time to launch Curtain Lite Admin (after the installation), "Default Policy" is set as default
policy. If a new Control Policy Group is set as default policy, all newly installed Curtain Lite Clients will fall

into that Policy Group. A green tick indicates which Policy Group is default policy.

t"_- Curtain Lite Administrator - (Professior

File V¥iew Clients Policies Languag

4 A

=15 Administrator Manager Cl

5% Client

. .[¥ Online (0)

" Offline (1)

...... 5 Mot Protected (...)
glicies (2)

Default Policy (1)
%% Wait for assignment (0

]

There are two built-in Control Policy Groups.

- Default Policy

- Wait for Assignment

When Curtain Lite Clients have been installed in user's workstations, they will connect to Curtain Lite Admin
and apply default policy.
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Steps to set a Control Policy Group to default policy:
1. In Curtain Lite Admin, select a Control Policy Group and right-click. Then a menu will be shown.

2. Select "Set as default policy"

“& Policies (2)
W Default Policy (0)

Update Clients
Set as default policy

Rename
Delete

Clone and Create a New Policy
Add User or Group

Properties

3. Done

5.5 - Grant control policy by user/user group

Control policy of Curtain MonGurard can be applied to computer or user/user group. If you prefer to grant
control policy by AD user/user group, you need to connect with AD for importing user information to
Curtain Lite Admin. When the first time Curtain Lite Admin gets a user information, the system will use
default control policy for controlling that user/user group. Administrator needs to assign the user/user
group to appropriate control policy group manually.

To grant control policy by user/user group, please follow steps stated below to enable "Assignment of
User" in Curtain Lite Admin.

Steps for enabling "Assignment of User" in Curtain Lite Admin:
1. Launch Curtain Lite Admin, open File -> Settings -> Assignment of Security Policy.

2. Choose "Assignment of User", and click "OK" button.

Settings x

Database Advanced Settings Screen Watermark Mail Motification i I
Settings Password Management Printout Watermarks LDAP Assignment of Security Policy

Assignment of Security Policy

() Assigned by Computer t
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Then "User And Group" will be shown in Curtain Lite Admin.

f_- Curtain Lite Administrator - (Professional Edition)

File VWiew Clients Policies Language Help

INEBASEB ] ?

=3 Administrator Manager Client Name Policies Domain Status  Build Number |
2-88 Client ¥ DESKTOP-RP6HEIT Default Policy Normal 3274.25 :

..... = Online (1)

..... ¥ Offline (0)

..... % Mot Protected (1)
=-&4 User and Group

..... & User (5023)

..... £z, Group (143)

=% Policies (2)

..... @ Default Policy (1)

..... %% Wait for assignment (0

3. Done.

Steps for importing users and user groups from AD domain:

1. Launch Curtain Lite Admin, open File -> Settings -> LDAP.

2. Check "Enable LDAP" button.

3. Enter LDAP server address, DNS or IP address on "LDAP Server Address".
4. "LDAP Server Port", default port is 389.

5. Recommend to enable "Use Secure LDAP Connection", it means to use secure LDAP connection to AD
(default is disable).

6. Enter user name on "LDAP Username" to connect LDAP server.
7. Enter password on "LDAP Password".

8. "LDAP Search Base", enter the root of user or group , should enter CN, OU and DC.
e for search the whole domain, enter "dc=domain name,dc=domain suffix" (e.g.
"dc=test,dc=com")
e for search the whole group, enter "ou=organizational unit name,dc=domain name,dc=domain
suffix" (e.g. "ou=it,dc=test,dc=com")
e forsearch single user, enter "cn=username,ou=organizational unit name,dc=domain
name,dc=domain suffix" (e.g. "cn=tester,ou=it,dc=test,dc=com")

9. "LDAP Information Caching", for setup caching information of AD (default is 15 minutes).
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10. While setting is finished, click "Test connection" button to see whether connect to AD successfully or
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not.
Hettings »
Assignment of Security Policy Advanced Settings Screen Watermark
Settings Password Management LDAP
LDAFP
Enable LDAP
LDAP Server Address dcl.coworkshop.com
LDAP Server Port 389
SSL []
Use Secure LDAFP Connection
LDAF Username administrator
LDAP Password I TITTIYY
LDAP Search Base DC=coworkshop,DC=com
LDAP Information Caching 15 Minutes

Test connection

Curtain MonGuard Administrator

| Connect successfully.

>

OK

29



Curtain MonGuard Installation Guide

11. If AD user/user group is imported to Curtain Lite Admin successfully, they will be shown under "User
And Group" in Curtain Lite Admin as below.

t)a' Curtain Lite Administrator - (Free Edition)

File Wiew Clients Policies Language Help

DL HACE

@
E""'.j Administrator Manager User Name Group Policies  Domain sID User T... E
-8 Client LT0041  Glto99 COWORKSH... 5-1-5-21-213408.. Domain
~& Online (1) 170042  Glto99 COWORKSH... 5-1-5-21-213408.. Domain
4 Offline (0) 270043  Glto99 COWORKSH.. §-1-5-21-213408.. Domain
A'""i“ “"ti Sses e 270044 G199 COWORKSH.. §-1-5-21-213408.. Domain
S U s :
- SEL: ach (SDZL;P 170045  Glto99 COWORKSH... 5-1-5-21-213408.. Domain
- & User
&': o 170046  Glto99 COWORKSH... 5-1-5-21-213408.. Domain
rou
—L 170047  Glto99 COWORKSH... 5-1-5-21-213408.. Domain
2-#g% Policies (2) g ;
i A 170048  Glto99 COWORKSH... 5-1-5-21-213408.. Domain
iy . 270049  Glto99 COWORKSH... 5-1-5-21-212408.. Domain
-4% Wait for assignment
170050  Glto99 COWORKSH... 5-1-5-21-213408.. Domain

12. Done.

Steps to assign users/user groups to different Control Policy Groups:
1. In Curtain Lite Admin, select User/Group in left panel. Then, Users/Groups will be listed out in the right
panel.

£+ Curtain Lite Administrator - (Fr

File View Clients Policies Lar

> ¢4 4

=5 Administrator Manager
EIE. Client

----- = Online (1)

----- ™ Offline (0)

----- S Mot Protected (1)

9..%5 User and Group

..... N ser (5022)

..... fa, Group (143)

=-¢% Policies (2)

----- 4% Default Policy (0)

----- %% Wait for assignment

2. Select users/groups (press Ctrl button for multiple selection).

30



Curtain MonGuard Installation Guide

3. Right click and select "Change Policy" to assign users/groups to appropriate Control Policy Group.

i:,- Curtain Lite Administrator - (Free Edition)

File View Clients Policies Language Help

I2E 8005

]| ?

Elj Administrator Manager User Name Group Policies  Domain SID User T.. Emai
£-5 Client G1ta99 : Domain
..... ¥ Online (1) 11009 Change Policy e
..... = offi - :
el Offline (0) - G1to%9 BTG Domain
""" S Not :"“emd M | 270044 Gito0 Online client record §-1-521-213408.. Domain
A% U G : :
o :EL: s (50';;'} : G1t099 Set Email SH.. $-1-5-21-213408.. Domain
..... ser
170046  G1to%9 Refresh . §-1-5-21-213408.. Domain
----- & Group (143) :
3 o 1 T0047 31t099 COWORKSH... 5-1-5-21-213408.. Domain
=@ Policies (2) : ]
'ﬁf Default F'D“ij ) T0048 G1t099 COWORKSH... 5-1-5-21-213408.. Domain
G1ta99 COWORKSH... 5§-1-5-21-213408.. Domain
& T0050 G1t099 COWORKSH...  5§-1-5-21-213408.. Domain

4. Repeat Step 2-3 for assigning other users/groups to appropriate policy groups.

5. Done.

5.6 - Assign workstations/users to Control Policy Group

Steps to assign workstations to different Control Policy Groups:

1. In Curtain Lite Admin, select Online/Offline in left panel. Then, workstations will be listed out in the right
panel.

- Curtain Lite Administrator - (Free Editio

Eile View Clients Policies Language

TXIEYE

=3 Administrator Manager
=% Client

P L g

----- = Offline (0)

o S‘ Mot Protected (1)
EI{'@ Policies (2]

----- 4% Default Palicy (1)

----- 4% Wait for assignment (0)

2. Select workstations (press Ctrl button for multiple selection)
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3. Drag and Drop selected workstations to appropriate Control Policy Group

i';r Curtain Lite Administrator - (Free Edition)

Eile Wiew Clients Policies Language Help

=

P EA A

=3 Administrator Manager

El‘_g, Client

- Online (1)
- Offline (0)
S Mot Protected (1)

EI{'p Policies (2]

----- W Default Palicy (1)
----- “% Wait for assignment (0)

Client Name Policies Domain

DESKTOP-GN40LLE Default Policy

4. Repeat Step 2-3 for assigning other workstations to appropriate policy groups.

5. Done

Steps to assign users to different Control Policy Groups:
1. In Curtain Lite Admin, select User/Group in left panel. Then, Users/Groups will be listed out in the right

panel.

£+ Curtai

in Lite Administrator - (Fre

Ele View Clients Policies Lan

TXIEY

=-@ Ad

El"’%i

-G

----- % Offline (0)
----- S{ Mot Protected (1)

----- 4 User (5022)

----- 4% Default Policy (0)

ministrator Manager
Client
= Online (1)

User and Group

fa, Group (143)
Policies (2]

4% Wait for assignment

2. Select users/groups (press Ctrl button for multiple selection).

32



Curtain MonGuard Installation Guide

3. Right click selected users/groups, choose "Change Policy" and assign users to appropriate Control Policy

Group

i:_' Curtain Lite Administrator - (Free Edition)

File Vi

iew Clients Policies

Language

Help

€A A

SR

W

Administrator Manager
E-% Client

=% User and Group

%

..... & Online (1)
= Offline (0)

S Mot Protected (1)

1 User (5022)

f Group (143)

& Paolicies (2)

----- 44 Default Policy (0)

% Wait for assignment

User Name Group Policies  Domain SID User T.. Emr

G1to99
G1to99

Pt i1 N Pt a1l B ]

Domain
Change Policy

Domain

Remowve

& T0043 G1to29 3408.. Domain
1 TO044 G1t090 Online client recard 2408.. Domain
170045  Glto99 Set Email 3408.. Domain
170046  Glto99 Refresh 3408.. Domain
170047  Glto99 COWORKSH... 5-1-5-21-213408.. Domain
170048  Glto99 COWORKSH...  §-1-5-21-213408.. Domain
170049  Glto99 COWORKSH... 5-1-5-21-213408.. Domain
T TnNeN =1+~00 rMAINIRECH C_1_5_21_2124AN7 Mmrnain

4. Repeat Step 2-3 for assigning other users/groups to appropriate policy groups.

5.Don

e.
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6 - Other Features

6.1 - Password protection for uninstalling Curtain Lite Client

By default, users do not need to enter password for uninstalling Curtain Lite Client. Administrators can
enable Password Protection for removing Curtain Lite Client to enhance the security.

Steps to enable Password Protection for uninstalling Curtain Lite Client:
1. In Curtain Lite Admin, select "File > Settings".

2. In Password Management tab, check "Password Protection" of Uninstall Password Under Client Password
Management as below.

Settings X
Database Advanced Settings Screen Watermark Mail Motification Post File Out Contral SMTP
Settings Password Management Printout Watermarks LDAP Assignment of Security Policy
Password Management
Password Rule |

Enable Module
[ administrator

Client Password Management

Uninstall Password

Administrator Password Management

© Mo Password
() Password Protection Reset Password

() Administrator Login ID

3. Enter "OK" to confirm.
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Steps to Uninstall Curtain Lite Client with password protection :

1. In Curtain Lite Admin, select Online/Offline in left panel. Then, workstations will be listed out in the right
panel.

';;- Curtain Lite Administrator - (Professional Edition)

File VYiew Clients Policies Language Help

J%@%ﬁﬁﬁ'ﬂ

-,_“.m

EI"",::J Administrator Manager Client Mame Policies Domain  Status  Build Number |
‘%‘"'3‘ i NS ¥ DESKTOP-RPEHBIT Default Policy Normal 3274.25 ;
P 5.8 Online (1)

..... ™ Offline (0)

..... 5 Mot Protected (0)
2. Select workstations and right click to choose "Generate Client Uninstall Password"

E’;- Curtain Lite Administrator - (Professional Edition)

File VWiew Clients Policies Language Help

IDTHASTH

= J Administrator Manager Client Mame
EI ﬁ Client

----- = Online (1)

..... ™ Offline (0)

- . Not Protected (0)

=% Policies (2)

..... % Default Policy (1)

..... %% Wait for assignment (0

Policies Domain  Status  Build Mumber

ESKTOP-Rhis 5 ;
Change Policy

Update Client Policy

Remowve

Force Update Patch

Online user record

Refresh
Set Location for Client Patch

I Generate Client Uninstall Password I
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Then unique password will be generated for each client. These passwords are used for uninstalling Curtain
Lite Client in specific workstation.

Client Uninstall Passwaord

s

Client Mame Client Uninstall ... Token

DESKTOP-RPoHEIT a3DAFT {35767CC3-TCFE-44992-A1F3-D0AL..,

3. In workstation (e.g. MSEDGEWIN10), uninstall Curtain Lite Client in Windows Control Panel.

ty Programs and Features = O X
&« v 4 [Tf > Control Panel > Programs * Programs and Features v @ | Search Programs and Features R

Control Panel Home '
Uninstall or change a program

View installed updates

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
9 Turn Windows features on or

ol Organize ¥  Uninstall e = - @
MName & Publisher Installed On
# Curtain Client Cowaorkshop Solutions Limited 1/14/2021
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4. Enter the uninstall password and Click "OK" to proceed.

Curtain Lite >

Secured e-locker
in workstation |

Please contact Curtain MonGuard administrator and get your

dient uninstall passwaord.

Client Uninstall Password:  ssssss| ,

Carel

P.S. Each workstation has unique password for uninstalling Curtain Lite Client.

6.2 - Set login password for Curtain Lite Admin

By default, users do not need to enter password for launching Curtain Lite Admin. Administrators can
enable password protection to enhance the security.

Steps to enable login password for Curtain Lite Admin:
1. In Curtain Lite Admin, select "File > Settings".
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2. In Password Management tab, check "Password Protection" under Administrator Password Management
as below. If it is the first time to set password for Curtain Lite Admin, a dialog box will be shown for
entering new password. Otherwise, the last password will be used.

Settings
Database Advanced Settings Screen Watermark Mail Notification Post File Out Control SMTF
Settings Password Management Printout Watermarks LDAP Assignment of Security Policy

Password Management

Password Rule

Enable Madule

(] Administrator

Client Password Management

Uninstall Password

(] Password Protection

Administrator Password Management

()Mo Password

© Password Protection; Reset Password

() Administrator Login ID
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3. Enter password and click "OK" to confirm.

Create new password >

Secured e-locker
in workstation

Please enter a new password.

MNew Password: |

Repeat

Password must be 6-16 characters
(case sensitive and space is not
allowed).

oK Cancel

4. Done. Next time administrators have to enter correct password when they open Curtain Lite Admin.

PS.

1. The password management function can only be used after activation.
2. For Administrator Login ID, please refer to FAQ00310.

39



	EN-COVER
	EN-MnGuard-Guide

