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1 - Introduction

1.1 - Challenges on Data Leakage

In everyday operations, users have access to and work on sensitive files. However, it is difficult for
companies to control how the users use the files. Once users have access rights to a piece of electronic
information, in a sense they "own" the information and as such, they can easily mis-use the information or
"leak" the information via different channels (e.g. email, Internet, USB disk, etc). It is difficult for companies
to fully control the use of such information. There are many ways by which a user can steal a file. When a
user is authorized to access a file (e.g. read/edit), it is difficult to prevent the user to copy and take the file
out of the company.

1.2 - What is the purpose of Curtain e-locker?

Curtain e-locker —a Data Loss Prevention (DLP) solution, which effectively prevents unauthorized
leakage/usage of protected confidential information by any exit channels. By using Curtain e-locker, a
company can allow authorized users to access confidential files and information. At the same time, the
company can control NOT to allow the users to take the files/information out of the company during
normal course of daily operations.

1.3 - Backend systems(e.g. Windows file server) also have access control. Why
do we need Curtain e-locker?

Yes, backend systems also have access control. However, backend systems can only control permission of
Read, Edit, Delete, and etc. If administrators allow users to access server information (e.g. a share folder),
backend systems CANNQT stop the users to save files to local drive, USB hard-disk, or send files out
through email. This area is responsible by Curtain e-locker. Therefore, Curtain e-locker is like to work with
your backend systems, instead of replacing them. When a user is allowed to access server resources,
administrators can adopt Curtain e-locker to prevent the user to take sensitive information out of the
company.

For example: It is permission setting for a Windows folder. There is no option for controlling Print and
Save.
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. Permissions for Curtain e-locker Presentation v1.6.ppt ﬁ

Security

Object name: T\ serghstevec. COWORKSHOPAD esktop'T rainit

Group or user names:

52 SYSTEM

L Steph Lin [steve-dell\Steph]

;, Steve Cheng [steveci@office. coworkshop. com)
‘-':?J Adminiztrators [zteve-dellhddminiztrators)

[ Add ] [ Remove ]
Permizzions for Steph Lin Allow Dy
Full contral |:| | o
Modify B |
Read & execute [ i":
Read Em L=
Write ] -

Learn about access: control and permizsions

(] ][ Cancel ][ Apply ]

1.4 - USB port and Internet access are blocked in my company. Why do we
need Curtain e-locker?

Yes, blocking USB port and Internet access can reduce the risk of data leakage. However, there are so
many ways for sending information out. For example:

Print

Print-screen or Capture-screen software

Copy and Paste

Email

Wi-Fi or Bluetooth (using mobile phone as hotspot)

Skype, Whatsapp, QQ

and more...

Some companies are trying to block all channels to prevent data leakage. However, it is difficult for system
administrators to setup and maintain so many controls. Moreover, it is inconvenient for end-users to work
without email, Internet, Skype, and USB nowadays.

Curtain e-locker does not affect users' normal operations, while security is maintained. Curtain e-locker
makes a good balance between convenience and security.
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1.5 - About Curtain e-locker
1.5.1 - Basic Controls of Curtain e-locker

Curtain e-locker controls:
e  Save Anywhere
Send
Print
Print Screen
Copy Content to Anywhere
Copy File to Anywhere

Curtain e-locker ONLY controls files within Protected Zone. Users still can use files within Protected Zone
as usual. Only unauthorized activities are blocked by Curtain. For example, if a user is not authorized to
save files out of Protected Zone or even print files out, all these activities are blocked by Curtain. The user
still can use email, USB hard-disk, or Internet, only files in Protected Zone are controlled by Curtain.

Administrators can define different control policy groups for different users or workstations. Please refer to
related documents.

1.5.2 - Architecture of Curtain e-locker

Employees have to access information to perform their roles (e.g. Sales persons need to access customer
information, Engineers need to access design drawings, and etc). When they have access to share folders in
Windows File Server, it is difficult to control them not to copy the information out of the company.

With Curtain e-locker, there is a Curtain Policy Server (that hosts Curtain Admin). Administrators can define
which share folders in Windows File Server are protected by Curtain. In order to access Protected Share
Folders, Curtain Client must be installed on users' workstations. A secure folder (i.e. Local Protected
Directory) will be automatically created in user's workstation during installation of Curtain Client.

Then administrators can define different control policies centrally in Curtain Admin. The control policies are
applied to control users' workstations. Curtain e-locker has a unique design called Protected Zone (i.e.
combined by Protected Share Folders in file server and Local Protected Directory in user's workstation).
Users can work with sensitive information within the Zone as usual (e.g. Read, Edit, etc). If they are not
authorized, they cannot take the information out of the Zone. At the same time, users can still use Internet,
email, and etc.
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1.5.3 - Components of Curtain e-locker

There are 3 basic components of Curtain e-locker:
e  Curtain Client
e  Curtain Admin (for the machine having Curtain Admin, we call it Curtain Policy Server)
e  Curtain Server Plug-in

Curtain Client:

When a user accesses Protected server resources (e.g. Protected Share Folder, Protected website, etc),
Curtain Client must be installed in the user's workstation. A secure folder (i.e. Local Protected Directory)
will be automatically created in user's workstation during installation of Curtain Client.

Curtain Admin:
Curtain Admin is mainly for system administrators to define Curtain control policies centrally. It also stores
audit log for management review. In general, only one Curtain Admin is needed in a company.

Curtain Server Plug-in:

Curtain Server Plug-in should be installed on all servers which need Curtain Protection. Curtain Admin will
communicate with Curtain Server Plug-ins periodically, to instruct them how to protect the server
resources.
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Example: This company wants to protect share folders of 5 Windows File Servers. Then, they need to install
Curtain Server Plug-on on those 5 file servers.

Here is the basic architecture of Curtain e-locker:

Workstations with
Curtain client can
access server
protected
directories.

&
-$—=
&

Curtain server plug-in

Curtain client
Curtain policy server

Workstation without Curtain client
can OMLY access non-protected server resources

P.S.
- Curtain Admin can be installed on a separated machine or one of the File Servers.

- Administrators can use the function of "Exception” to allow workstation to access protected server
resource without Curtain Client installed.

1.5.4 - Curtain Protected Zone

Protected Zone is formed by Protected area in server-side and Local Protected Directory in client-side.
Protected area in server-side could be Share Folder in file server, SharePoint site, ERP system,
self-developed system, and etc. In client-side, Local Protected Directory will be automatically created
during installation of Curtain Client. The folder name is "ProtDir" that will be created in all local drives.

Protected Zone:

Protected A
Servers Zone Workstations

Curtain Protecte Curtain PI'DtEEIIEd\
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Local Protected Directory:
% Curtain e-locker Client - Default Policy

File View Application Tool Help

L= i ,:} :.? __'? ..-_-:.
?'a..r_\f....\J ae & e =

Location |r'-.-'1}r Computer\Protected Directon\ C:h\ProtDir
H-®F Protected Metwork Drives

El"' My Computer
El-f-« Protected Directory
. i« Protected Directory (C:\ProtDir\DAVID)

{4 Protected Directory (D:\ProtDir\DAVID)

In this case, there are two local drives (i.e. C and D). Therefore, "ProtDir" will be created under C and D
drive. Moreover, Local Protected Directory is personal according to login user. User cannot access Local
Protected Directory of another user in the same workstation.

P.S.

- There is a setting called "Hide local protected directory" in control policy group. If administrators want to
enforce users directly accessing protected files in file server, they can enable this function.

- There is a function called "Local Encrypted Drive". Administrators can use this function to encrypt Local
Protected Directory in order to enhance the security.

- Administrators can set additional local protected directory if needed.
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2 - Preparation before Installation

2.1 - High-level Installation Plan

Preparation:

e Which server resources do you want to protect (e.g. Share Folder, SharePoint, ERP,
self-developed system, etc)?

e Who will access the Protected server resources?

e How do you want to control users to use the protected information (e.g. save anywhere, print,
etc)?

e  Which server will act as Curtain Policy server (i.e. Curtain Admin will be installed on that server)?

e Do you want to integrate Curtain e-locker with Active Directory (so that control policy can be
granted to AD user/user group)?

e Do you want to encrypt Local Protected Directory in user's workstation?

High-level installation plan:

1. Install Curtain Admin

2. Install Curtain Server Plug-in on servers which your company wants to protect
3. Install Curtain Client on users' workstations

4. Activate Curtain e-locker

5. Create and configure control policy groups in Curtain Admin

6. Connect with Active Directory for collecting user information, if you prefer to grant control policy by
user/user-group

7. Assign workstations/users to different policy groups

8. Define and apply protection to server resources

9. Done

P.S. Curtain Server Plug-in and Curtain Client should NOT be installed on the same machine
simultaneously.

2.2 - System Requirements
2.2.1 - System Requirements of Curtain Server Plug-in and Curtain Admin

System Requirements of Curtain Server Plug-in and Curtain Admin:
e Intel Pentium or above processor
e Windows XP/Server 2003/2008/2012/2012R2/2016/Vista/Win 7/Win 8/Win 8.1/Win 10 operating
system
128MB RAM (Recommended 256MB RAM)
200MB Hard Disk (in NTFS) for installation
TCP/IP network
TCP Port 8443 (Default Enable)
TCP Port 24821 and 24822 are opened for communication (Note: if firewall exists in the network,
please make sure these two communication ports are not disabled)
e  For 64-bit OS, MSXML 4 or 6 is required (It can be download from Microsoft website)
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2.2.2 - System Requirements of Curtain Client

System Requirements of Curtain Client:
e Intel Pentium or above processor
e Windows XP/Server 2003/2008/2012/2012R2/2016/Vista/Win 7/Win 8/Win 8.1/Win 10 operating
system
128MB RAM (Recommended 256 MB RAM)
200MB Hard Disk (in NTFS) for installation
TCP/IP network
TCP Port 24821 and 24822 are opened for communication (Note: if firewall exists in the network,
please make sure these two communication ports are not disabled)
e  For 64-bit OS, MSXML 4 or 6 is required (It can be download from Microsoft website)

2.3 - Curtain Basic Access Rights

Curtain access rights can be defined by Policy Group and Application. Here is default setting of Curtain
access right.

[7] Blodk Save aAs
[¥] Force Save to Protected Zones

[¥] Block Copy to anywhere

Clear all I I Select all I

"Force Save to Protected Zone" — When this option is selected, protected files cannot be saved out of
Protected Zone (in the application, such as Word).

"Block Copy to anywhere" — When this option is selected, protected files cannot be copied out of Protected
Zone (in Curtain Client).

"Block Print" — When this option is selected, "Print" and related functions in the application are blocked.

"Watermark for Printouts" — When this option is selected, watermark will be printed on the printouts (For
detail information, please refer to related documents).

"Snapshot for Printouts" — When this option is selected, the system will take snapshots for printouts. The
snapshots will be stored in Curtain Admin for audit purpose (For detail information, please refer to related
documents).

"Block Print Screen" — When this option is selected, screen of protected files cannot be captured by
Print-screen or Capture-screen software.

"Block Copy content to anywhere" — When this option is selected, copying sensitive content to
non-Protected area is blocked (e.g. copying content and paste it to Gmail).

"Block Transfer (Email, Internet, etc)" — When this option is selected, "Send to" and related functions in the
application are blocked.
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Examples of using Curtain access rights

For scenario 1 - "Force Save to Protected Zone" is enabled for MS Word:
- When a user tries to select "File > Save As" in MS Word to save protected documents out of Protected
Zone, Curtain e-locker will block it and warn the user.

/ . xJ
& Curtain e-locker
The document is under security contrel. You should

save the document to the following locations:

C:h\ProtDir Tl
Wdevll\protected 1
Widevll'sales & marketing

YWikehvin-Vista' S5ecured Folders S
YWikehvin-Vista\5canned Forms — = 4 ]

5§ Extrafax Cust... | 5l Bookl TIH cav-E g B ¥R 910

For scenario 2 - "Block Copy to anywhere" is disabled for MS Word:
- In Curtain Client, select a Word document and right-click. You can see an entry called "Copy to". You can
use this function to copy Word documents out of Protected Zone.

After the documents are copied out of Protected Zone:
- Curtain e-locker will not control the documents anymore.
- Curtain e-locker will log this "Copy Out" action in Audit Trail.

|* 10230074381 0508101104 58 tiff 25 KB TIFF File
|* 0530074381 0508130921 36 tiff 348 KB TIFF File
&74.0 schedule vl 1xls 23 KB  Microsoft Excel Worksh
22 KB Microsoft Word Docurr
Open
Encrypt to (Decrypt anywhere) [

-

Encrypt to (Decrypt in Client only)
Zip...
Zip to eng content222. doc.zip

Cut

Copy
Copy to J Desktop

Rename Mail Recipient

Delete

Choose Directory ..

Refresh

Properties
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For scenario 3 - "Block Transfer (Email, Internet, etc)" is enabled for MS Word:
- When a user tries to select "File > Send To" in MS Word to send protected documents out of Protected
Zone through email, Curtain e-locker will block it and warn the user.

] Documentl - Microsoft Word - (Protected by Curtain e-locker)

File | Edit Wiew Insert Format Tools Table Window Help
I Co=c S AR RN W Nee: e N L
| Saveds.. B 7 U-AAR-=SE==2/
|| Print.. =t 101 1121 1141 1161 1181 1201 1221 1241 1261
| Send To » ||_|1 Mail Recipient |_
1 CAProtDit\KELVINC\eng content222.doc w= Mail Recipient (for Review)...
2 Chlsersy,.\Mew Installation Guide.doc [l Mail Recipient (as Attachment]...
3 ChUsers\..\Curtain_elocker (Paul).doc fg Recipient using Internet Fax Service...
4 ChlUsershkelving'..\eng content222.doc ¥

W

2.4 - Open Port for Curtain e-locker

2.4.1 - Open Port 24821 and 24822 for Curtain Admin and Curtain Server Plug-in

If Windows Firewall is enabled, please open port 24821 and 24822 for Curtain Admin and Curtain Server

Plug-in.

For Windows 2008/2012/2016/Vista/Win 7/Win 8/Win10, please add the rules as below:

For Windows 2003 and XP, set the port exception as below:

inbound rule of 24821 port of TCP
inbound rule of 24821 port of UDP
outbound rule of 24822 port of TCP
outbound rule of 24822 port of UDP

24821 port of TCP
24821 port of UDP
24822 port of TCP
24822 port of UDP

10
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Steps to add rules for Windows 2008/2012/2016/Vista/Win 7/Win 8/Win10:

1. Select "My Computer" and right click to select "Manage”
Then, Server Manager will be shown.

2.In Server Manager, select "Inbound Rules" as below picture and right click to select "New Rule..."

Eh Server Manager

File Action View Help

o= |52 HE

ih Server Manager (Ma4W 2KE)

j_" Roles

rf] Features

i Diagnostics

= _-:.E.!l Configuration
{5 Task Scheduler !
= Windows Firewall with Advanced Sec ||

@ IEEETE—) |
&3 Outbound IneRie ] |

*a Connectio Fijter by Profile

’ 1

5 & Monitorine  Fijter by State b ||

£ Services Filter by Group  * |

& WMI Control i

= &= Storage View r |

1@) Windows Sery

i
t=3 Disk Managem e

Export List...

Help

11
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3. New Inbound Rule Wizard is shown as below, choose Port and click Next.

[ Hew Inbound Rule Wizard .

° Rule Type

I' Select the type of firewall rule to create.
: Steps:

| & Rule Type

|- @ Protocol and Ports

" @ Action

: @ Profile

@ Name

What type of ule would you like to create?

" Program

Rule that controls connections for a program.

i* Port
Rule that controls connections for a TCP or UDP port.

" Predefined:

Active Directony Domain Services

Rule that controls connections for a Windows experience.

" Custom
Custom rnule.

Leam more about rule types

< Back Mext =

Cancel

12
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4. This rule applies to TCP and enter "24821" in Specific local ports, and click Next.

I * New Inbound Rule Wizard

Protocol and Ports
. Specify the protocols and ports to which this rule applies.

Steps:

& Rule Type Dioes this rule apphy to TCP or UDP?
2 Protocol and Ports i* TCP

@ Action " UDP

@ Profile

@ MName

Dioes this rule applhy to all local ports or specific local ports 7

i~ All local ports

(" Specific local poris: (24821
Example: 80, 443, 5000-5010

Leam more about protocol and ports

13
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5. Select "Allow the connection”, and click Next.

I Mew Inbound Rule Wizard

i

Action

- Specify the action to be taken when a connection matches the conditions specified in the nule.

e gg e

Steps:

=

Rule Type

& Protocol and Ports

» Action

& Profile

& MName

What action should be taken when a connection matches the specified conditions?

=" Allow the connection
This includes connections that are protected with IPsec as well as those are not.

" Allow the connection if it is secure

This includes onby connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properies and rules in the Connection Security
Rule node.

i Block the connection

Leam more about actions

cBack [ Next> Fanad

14
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6. Check all as shown below (i.e. "Domain", "Private"”, and "Public") and click Next.

I * New Inbound Rule Wizard | |

Profile
Specify the profiles for which this rule applies.

(R TR =

Steps:
. & Rule Type When does this rule apphy?
g
3. & Protocol and Ports
" @ Action ¥ Domain
2 e Applies when a computer is connected to its corporate domain.

& MName ¥ Private
Applies when a computer is connected to a private network location.

V¥ Public
Applies when a computer is connected to a public network location.

LTS T

—er

Leam more about profiles

15
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7. Enter "curtain” for the name of this rule, and click Finish.
* New Inbound Rule Wizard x| I

MName

Specify the name and description of this rule.

Steps:
@ Rule Type i
Protocol and Ports

iy

& Action L

» Profile Name: |
(Eurtain)

2 MName

Description (optional);

< Back | Fish | Cancel

8. A new inbound rule named "curtain" is created successfully.

E,_: Server Manager

File Action View Help
&2 | 2wz HiFE
T Server Manager (ME4W2K8) Inbound Rules Actions
B Roles ———————————————— 1| - '
_5;’! Diagnostics - B New Rule...
= _E_ﬁji Configuration ﬂ; BCUUE DNCCoTy DoTam Con. . Acove onecory A .
Gl {(5) Task Scheduler (@ Active Directory Domain Con... Active Directory... Al W Filter by Profile
= ﬁ' Windows Firewall with Advanced Sec 'Q'Atﬁve Directory Domain Con... Active Directory... Al _|| 57 Filter by State
E&% Inbound Rules ) Active Directory Domain Con... Active Directory... Al
S ; ey W Filter by Group
&% Outbound Rules 'Q.'.ﬁ.chve Directory Domain Con... Active Directory.., Al
:i.. Connection Security Rules '@'Acﬁve Directory Domain Con... Active Directory...  all View
B, Monitoring '@'Acﬁve Directory Domain Con... Active Directory...  All = o
5 Services € Active Directory Domain Con... Active Directory... Al B8 helre
o il WMI Control 'f_l'.ﬁ.cﬁve Directory Domain Caon... Active Directory...  All |5+ ExportList...
= ."—q'g Storaoe B & a5 e e Dhiimim it i TR T Y all ==
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Please according to the above steps, to add 3 more rules for:
e inbound rule of 24821 port of UDP
e  outbound rule of 24822 port of TCP
e outbound rule of 24822 port of UDP

P.S. To create outbound rule, select "Outbound Rules" and right click to select "New Rule..."

Steps to set Port Exception for Windows 2003 and XP:
1. Click "Add Port..." button in Control Panel > Windows Firewall > Exceptions

"= Windows Firewall

_-Genera-l_! Exceptions i-.-'l'-.dvanced

YWindows Firewall iz blocking incoming network, connections, except for the
programz and services selected below, Adding exceptions allows some programs
to work, better but might increase your zecurity rigk.

Programs and Services:

[

M ame

curtain24822

curtain24822

curtain24821

curtain24821

File and Printer Sharing
K.azperzky Administration Kit
K.azperzky Adminigtration Kit
K.azperzky Administration Kit
Metwark, Diagnostics for Windows <P
Remate Azziztance

| A Bemate Meask ban bt
| AddProgiam.. | [ addPor. ||  Edt. ||  Delete
Digplay a notification when wWindows Firewall blocks a program
Wihat are the risks of allowing exceptions?

OF. ] [ Cancel

17
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2. Enter 24821 and select TCP. Then, enter a name for this exception and click OK.

Edit a Port x|

|lze these settings to open a port through *Windows Firewall. To find the port
number and protocol, conzult the documentation for the program or service you
want o use.

Mame: | Eurtain24821 |

Fart number: ! 24821 |

®TCP ) UDP

What are the rizks of opening a port?

Change scope...

Please according to the above steps, to add 3 more exceptions for:
e 24821 port of UDP
e 24822 port of TCP
e 24822 port of UDP

2.4.2 - Open Port 24821 and 24822 for Curtain Client

If Windows Firewall is enabled, please open port 24821 and 24822 for Curtain Client.

For Windows 2008/2012/2016/Vista/Win 7/Win 8/Win10, please add the rules as below:

inbound rules of 24822 port of TCP
inbound rules of 24822 port of UDP
outbound rules of 24821 port of TCP
outbound rules of 24821 port of UDP

For Windows 2003 and XP, set the port exception as below:
24821 port of TCP
24821 port of UDP
24822 port of TCP
24822 port of UDP

18
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Steps to add rules for Windows 2008/2012/2016/Vista/Win 7/Win 8/Win10:

1. Select "My Computer" and right click to select "Manage”
Then, Server Manager will be shown.

2.In Server Manager, select "Inbound Rules" as below picture and right click to select "New Rule..."

Eh Server Manager

File Action View Help

o= |52 HE

ih Server Manager (Ma4W 2KE)

j_" Roles

rf] Features

i Diagnostics

= _-:.E.!l Configuration
{5 Task Scheduler !
= Windows Firewall with Advanced Sec ||

@ IEEETE—) |
&3 Outbound IneRie ] |

*a Connectio Fijter by Profile

’ 1

5 & Monitorine  Fijter by State b ||

£ Services Filter by Group  * |

& WMI Control i

= &= Storage View r |

1@) Windows Sery

i
t=3 Disk Managem e

Export List...

Help
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3. New Inbound Rule Wizard is shown as below, choose Port and click Next.

[ Hew Inbound Rule Wizard .

° Rule Type

I' Select the type of firewall rule to create.
: Steps:

| & Rule Type

|- @ Protocol and Ports

" @ Action

: @ Profile

@ Name

What type of ule would you like to create?

" Program

Rule that controls connections for a program.

i* Port
Rule that controls connections for a TCP or UDP port.

" Predefined:

Active Directony Domain Services

Rule that controls connections for a Windows experience.

" Custom
Custom rnule.

Leam more about rule types

< Back Mext =

Cancel
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4. This rule applies to TCP and enter "24822" in Specific local ports, and click Next.

I # New Inbound Rule Wizard

Protocol and Ports

. Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Dioes this nule apphy to TCP or UDP?
«# Protocol and Ports i+ TCP

@ Action " UDP

@ Profile

@ MName

Dioes this rule apply to all local ports or specific local ports?

" All local ports

¥ Specific local ports: |24E.22
Example: 80, 443, 5000-5010

Leam more about protocol and ports
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5. Select "Allow the connection”, and click Next.

I Mew Inbound Rule Wizard

i

Action

- Specify the action to be taken when a connection matches the conditions specified in the nule.

e gg e

Steps:

=

Rule Type

& Protocol and Ports

» Action

& Profile

& MName

What action should be taken when a connection matches the specified conditions?

=" Allow the connection
This includes connections that are protected with IPsec as well as those are not.

" Allow the connection if it is secure

This includes onby connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properies and rules in the Connection Security
Rule node.

i Block the connection

Leam more about actions

cBack [ Next> Fanad
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6. Check all as shown below (i.e. "Domain", "Private"”, and "Public") and click Next.

I * New Inbound Rule Wizard | |

Profile
Specify the profiles for which this rule applies.

(R TR =

Steps:
. & Rule Type When does this rule apphy?
g
3. & Protocol and Ports
" @ Action ¥ Domain
2 e Applies when a computer is connected to its corporate domain.

& MName ¥ Private
Applies when a computer is connected to a private network location.

V¥ Public
Applies when a computer is connected to a public network location.

LTS T

—er

Leam more about profiles
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7. Enter "curtain” for the name of this rule, and click Finish.
* New Inbound Rule Wizard x| I

MName

Specify the name and description of this rule.

Steps:
@ Rule Type i
Protocol and Ports

iy

& Action L

» Profile Name: |
(Eurtain)

2 MName

Description (optional);

< Back | Fish | Cancel

8. A new inbound rule named "curtain" is created successfully.

E,_: Server Manager

File Action View Help
&2 | 2wz HiFE
T Server Manager (ME4W2K8) Inbound Rules Actions
B Roles ———————————————— 1| - '
_5;’! Diagnostics - B New Rule...
= _E_ﬁji Configuration ﬂ; BCUUE DNCCoTy DoTam Con. . Acove onecory A .
Gl {(5) Task Scheduler (@ Active Directory Domain Con... Active Directory... Al W Filter by Profile
= ﬁ' Windows Firewall with Advanced Sec 'Q'Atﬁve Directory Domain Con... Active Directory... Al _|| 57 Filter by State
E&% Inbound Rules ) Active Directory Domain Con... Active Directory... Al
S ; ey W Filter by Group
&% Outbound Rules 'Q.'.ﬁ.chve Directory Domain Con... Active Directory.., Al
:i.. Connection Security Rules '@'Acﬁve Directory Domain Con... Active Directory...  all View
B, Monitoring '@'Acﬁve Directory Domain Con... Active Directory...  All = o
5 Services € Active Directory Domain Con... Active Directory... Al B8 helre
o il WMI Control 'f_l'.ﬁ.cﬁve Directory Domain Caon... Active Directory...  All |5+ ExportList...
= ."—q'g Storaoe B & a5 e e Dhiimim it i TR T Y all ==




Please according to the above steps, to add 3 more rules for:

e inbound rules of 24822 port of UDP
e  outbound rules of 24821 port of TCP
e outbound rules of 24821 port of UDP

P.S.

Curtain e-locker 5.0 Installation Guide

- To create outbound rule, select "Outbound Rules™ and right click to select "New Rule..."
- Please be careful. The inbound rule is port 24822 for Curtain Client, while the inbound rule is port 24821
for Curtain Admin/Server Plug-in. It is easy to mix them up.

Steps to set Port Exception for Windows 2003 and XP:

1. Click "Add Port..." button in Control Panel > Windows Firewall > Exceptions

"= Windows Firewall

_.Genera-l_j Exceptions i-.-'l'-.dvanced

to work, better but might increase your zecurity rigk.

Programs and Services:

YWindows Firewall iz blocking incoming network, connections, except for the
programz and services selected below, Adding exceptions allows some programs

curtain24822

curtain24821

curtain24821

File and Printer Sharing

K.azperzky Administration Kit
K.azperzky Adminigtration Kit
K.azperzky Administration Kit

Metwark, Diagnostics for Windows <P
Remate Azziztance

| Remnte Neck bon b
| AddProgiam.. | [ addPor. ||  Edt. ||  Delete
Dizplay a notification when Windows Firewall blocks a program
Wihat are the risks of allowing exceptions?

OF. ] [ Cancel
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2. Enter 24821 and select TCP. Then, enter a name for this exception and click OK.
Edit a Port X

|lze these settings to open a port through *Windows Firewall. To find the port
number and protocol, conzult the documentation for the program or service you
want o use.

Wame: |Eurtain24g21
Port number; | 24821

® TCP O UDP

What are the rizks of opening a port?

Change scope... Cancel

Please according to the above steps, to add 3 more exceptions for:
e 24821 port of UDP
e 24822 port of TCP
e 24822 port of UDP

2.4.3 - Check whether Tomcat Port 8005 is occupied on Curtain Server Plug-in

Tomcat will be automatically installed during installation of Curtain Plug-in Server. In order to avoid
conflict of Port 8005, please check whether the port is already in use before installing Curtain Plug-in
Server. If Port 8005 is already occupied, please continue to install Curtain Plug-in Server. After installation
of Curtain Server Plug-in, please change Tomcat port for Curtain Plug-in Server before rebooting the server
(please refer to FAQ 00193 for how to change Tomcat port).

Steps to check the status of Port 8005:
1. In Command Prompt, enter netstat -ano|findstr "8005", and press Enter.

2. If port 8005 isn't occupied, it will return None. As shown below:

Bl EER: C\Windows\System32\cmd.exe

C:“UWindows“systemd2>netstat —anoifindstr "8665"

C:“UWindows“system32>

3. If port 8005 have been used, search results would be listed out. As shown below:

B Administrator: Command Prompt

rosoft Windows [Version 16.8.18
crosoft Corporation. All ri

etstat -ano|findstr "8
85 B.80.8.8:0 LISTEMNIMNG

48,760 K

\Windows\system3
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4. Use the listed PID to find out the application name. In Command Prompt, enter tasklist|findstr "3956",
and press "Enter" key (in this example, PID is 3956).

5. Modify server.xml file to change Tomcat Port for Curtain Plug-in Server (please refer to FAQ 00193).

2.4.4 - Change Tomcat Port 8005 for Curtain Server Plug-in

If Tomcat Port 8005 is already occupied by another application, please continue to install Curtain Server
Plug-in. When the installation is completed, please change Tomcat port for Curtain Server Plug-in before
rebooting the server.

Steps to modify Tomcat port 8005 for Curtain Server Plug-in:
1. In Computer Management, stop "Curtain web service".

2. Go to path C:\Program Files\Coworkshop\Curtain 3\Runtime\tomcat6.0.26\conf\ .
3. Open file "server.xml" by Notepad (or other text editor).

4. Locate port 8005 as shown below, change it to other available port, and then save.

HxServer port="8005" shutdown="SHUTDOWH" >
<!——APR library -loader. Documentation at-/docs/gpr.html ——%*
<Listener -className="prg.apache.catalina.core.AprlLifecyclelistener"”  535LEngine="on"/>
!——Tnitialize - Jasper prior to webapps-are:loaded. Documentation-at-/docs/jasper—-how
<Listener classHName="gprq.apache.catalina.core.JasperListener"/:
<!——-PBrevent memory  -leaks-due:to-use of -particular: jayva/jayvax APTs——>
cListener -className="grqg.apache.gatalina.core.JreMemoryleakPreventionlistener™ />
<1 —— . JMX -Support - for the -Tomcat -server. Documentation-at -/doecs/non-existent.html -—>
<Listener- className="grq.apache.catalina.mbeans. ServerLlifecyclelistener" />
<Listener className="grqg.apache.catalina.mbeans.GlobalResourcesLlifecyclelistener" />
= <!—-— Flokbal JHDI resources
Documentation-at - fdocsyjndi-resources-howto.html
o Rl

5. In Computer Management, start "Curtain web service" (rebooting the server is needed after installation
of Curtain Server Plug-in).

6. Done.
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3.1 - Install Curtain Admin

Curtain e-locker 5.0 Installation Guide

After you decide which server acts as Curtain Policy server, you should install Curtain Admin on that server.

Here are the steps.

Steps to install Curtain Admin:

1. Copy appropriate Curtain server setup package (e.g. CurtainAdmin_Win32(327304).zip or

CurtainAdmin_X64(327304).zip) to local hard-disk of the server.

2. Unzip the setup package.

3. Run Curtain server setup program. Make sure that you login Windows with administrator right.

Then, you will be asked to select Language for the installation.

Curtain e-locker Central Administrator - InstallShield Wizard ~ [s23]

iﬂ Select the language for the installation fram the choices below.
B
-]

| English [United States] -

Chinese [Simplified)
Chinese [T raditional
Enalizh [United &

Statesz]

4. Select a language and click OK.
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5. Read License Agreement. If you accept the agreement, select "l accept the terms of the license
agreement” and click Next to continue.

License Agreement

Pleaze read the following lic

InstaliShield

Curtain e-locker Central Administrator - InstallShield Wizard

ent carefully,

EMD-USER LICEMSE AGREEMENT FOR CURTAIN SOFT'wARE

IMPORTAMT--READ CAREFULLY: Thiz End-User License Agreement ["ELILA™ iz a legal
agreement between you [either an individual or a single entity] and Cowarkzhop Solutions
Limited for the CURTAIM zoftware that accompanies thiz ELILA, which includes azsociated
media ["Software']. An amendment or addendum to thiz ELILA may accompany the Software.
YOU AGREE TO BE BOUMWD BY THE TERMS OF THIS EULA BY INSTALLIMG, COPYING,
OR USING THE SOFTwWARE. IFY0U DO MOT AGREE, DO MOT IMSTALL, COFY, OR
IJSE THE SOFTWARE: Y'OU MAY RETURM IT TOYOUR PLACE OF PURCHASE FOR A
FULL REFUMND, IF APPLICAELE.

1. GRAMT OF LICEMSE. Coworkzhop Solutionz Limited grants you the following
rights provided that pou comply with all termz and conditions of this ELLA;
1.1 Inztallation and uze. vou may:

[a] inztall and uze a copy of the Software on one perzonal computer ar other
device; and

[B] inztall an additional copy of the Software on a second, portable device for the
ewcluzive use of the primary wzer of the first copy of the Software.
1.2 Alternative Rightz for StoragesMetwork, Uze. Az an alternative to Section 1.7[a),
you may ingtall a copy of the Software on a netwark, storage device, such as a server
computer, and allow one access device, such as a personal computer, to access and use

O | accept the terms of the licenze a areemett

® | do not accept the terms of the lic greemet

¢ Back | | Mest > Cancel |
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Then, you will be asked to select Curtain components to install.

—
Curtain Admin - InstallShield Wiza

Select Features

Select the featur

Curtain &dmin
Curtain Server Plug-in

equired on C:

allable on C:

| <Back [ Mews | | Cancel |

6. There are two scenarios:

(a) If you only want to install Curtain Admin on this server,

- only select "Curtain Admin"

(b) If you also want to protect resources on this server (e.g. Protected Share Folder, Protected website, etc),
- select "Curtain Admin" to install Curtain Admin, and

- select "Curtain Server Plug-in" to install Curtain Server Plug-in.

Click Next to continue.

7. Select Destination Folder for the installation, and click Next to continue.

8. Click Install to start the installation.

9. If you have installed Curtain Server Plug-in on this server, reboot the server after the installation.
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3.2 - Install Curtain Server Plug-in

If you want to protect resources on a server (e.g. Protected Share Folder, Protected website, etc), you
should install Curtain Server Plug-in on that server. Here are the steps.

Steps to install Curtain Server Plug-in:

1. Copy appropriate Curtain server setup package (e.g. CurtainAdmin_Win32(327304).zip or
CurtainAdmin_X64(327304).zip) to local hard-disk of the server.

2. Unzip the setup package.

3. Run Curtain server setup program. Make sure that you login Windows with administrator right.
Then, you will be asked to select Language for the installation.

Curtain e-locker Central Administrator - InstallShield Wizard ~ [s23]

iﬂ Select the language for the installation fram the choices below.
B
-]

| English [United States] -

Chinese [Simplified)
Chinese [T raditional
E nalizh [ nite

4, Select a language and click OK.
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5. Read License Agreement. If you accept the agreement, select "l accept the terms of the license
agreement” and click Next to continue.

License Agreement

Pleaze read the following lic

InstaliShield

Curtain e-locker Central Administrator - InstallShield Wizard

ent carefully,

EMD-USER LICEMSE AGREEMENT FOR CURTAIN SOFT'wARE

IMPORTAMT--READ CAREFULLY: Thiz End-User License Agreement ["ELILA™ iz a legal
agreement between you [either an individual or a single entity] and Cowarkzhop Solutions
Limited for the CURTAIM zoftware that accompanies thiz ELILA, which includes azsociated
media ["Software']. An amendment or addendum to thiz ELILA may accompany the Software.
YOU AGREE TO BE BOUMWD BY THE TERMS OF THIS EULA BY INSTALLIMG, COPYING,
OR USING THE SOFTwWARE. IFY0U DO MOT AGREE, DO MOT IMSTALL, COFY, OR
IJSE THE SOFTWARE: Y'OU MAY RETURM IT TOYOUR PLACE OF PURCHASE FOR A
FULL REFUMND, IF APPLICAELE.

1. GRAMT OF LICEMSE. Coworkzhop Solutionz Limited grants you the following
rights provided that pou comply with all termz and conditions of this ELLA;
1.1 Inztallation and uze. vou may:

[a] inztall and uze a copy of the Software on one perzonal computer ar other
device; and

[B] inztall an additional copy of the Software on a second, portable device for the
ewcluzive use of the primary wzer of the first copy of the Software.
1.2 Alternative Rightz for StoragesMetwork, Uze. Az an alternative to Section 1.7[a),
you may ingtall a copy of the Software on a netwark, storage device, such as a server
computer, and allow one access device, such as a personal computer, to access and use

O | accept the terms of the licenze a areemett

® | do not accept the terms of the lic greemet

¢ Back | | Mest > Cancel |
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Then, you will be asked to select Curtain components to install.

Curtain Admin - InstallShield Wizard [

Select Features

Select the featur tup will install

1 want toinstall, and d

] Curtain Admin

Cuirtair rer Plug-in , Lirkair I}n:l be
il

equired on C:

allable on C:

InstallShicld ' < Back ” Mext " Cancel I

e

6. ONLY Select "Curtain Server Plug-in", and click Next to continue.
7. Select Destination Folder for the installation, and click Next to continue.
8. Click Install to start the installation.

9. Reboot the server after the installation.

3.3 - Install Curtain Client

If a user needs to access Protected server resources (e.g. Protected Share Folder, Protected website, etc),
you should install Curtain Client on the user's workstation. Here are the steps.

Steps to install Curtain Client:
1. Copy appropriate Curtain client setup package (e.g. CurtainClient_Win32(327304).zip or
CurtainClient_X64(327304).zip) to local hard-disk of user's workstation.

2. Unzip the setup package.
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3. Run Curtain client setup program. Make sure that you login Windows with administrator right.
Then, you will be asked to select Language for the installation.

Curtain e-locker Client - InstallShield Wizard ==

‘ Select the language for the installation fram the choices below.

| English [United States] -

[ OF. J[ Cancel ]

4. Select a language and click OK.

5. Read License Agreement. If you accept the agreement, select "l accept the terms of the license
agreement” and click Next to continue.

["Clrtain e locker Chent - InstallShieid Wizard ™

License Agreement

Pleaze read the following lic

EMD-USER LICEMSE AGREEMENT FOR CURTAIN SOFT'wWARE

IMPORTAMT--READ CAREFULLY: Thiz End-User License Agreement ["ELILA™ iz a legal
agreement between you [either an individual or a single entity] and Cowarkzhop Solutions
Limited for the CURTAIM zoftware that accompanies thiz ELILA, which includes azsociated
media ["Software']. An amendment or addendum to thiz ELILA may accompany the Software.
YOU AGREE TO BE BOUMWD BY THE TERMS OF THIS EULA BY INSTALLIMG, COPYING,
OR USING THE SOFTwWARE. IFY0U DO MOT AGREE, DO MOT IMSTALL, COFY, OR
IJSE THE SOFTWARE: Y'OU MAY RETURM IT TOYOUR PLACE OF PURCHASE FOR A
FULL REFUMD, IF &PPLICABLE |

1. GRAMT OF LICEMSE. Coworkzhop Solutionz Limited grants you the following
rights provided that pou comply with all termz and conditions of this ELLA;
1.1 Inztallation and uze. vou may:

[a] inztall and uze a copy of the Software on one perzonal computer ar other
device; and

[B] inztall an additional copy of the Software on a second, portable device for the
ewcluzive use of the primary wzer of the first copy of the Software.
1.2 Alternative Rightz for StoragesMetwork, Uze. Az an alternative to Section 1.7[a),
you may ingtall a copy of the Software on a netwark, storage device, such as a server
computer, and allow one access device, such as a personal computer, to access and use

¥ | accept the terms of the lic

® | do not accept the terms of the lic

InstallShiald < Back | | Mest > Cancel |
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Then, the setup program will check your system environment for the installation, click Next to continue.

InstallShield Wizard e i’ = ﬁ

ar the installation

T Envinonment ¢ whether it fulfillz installation requirements ar

of ervironment ct

Cormmunication Port: nstallation requirements are fulfilled.

cornponent: nztallation reguirernents are fulfilled.

tiok reguirements are fulfilled.

Inztaller T Mo Curtain Client ingtalled

Cuirtair wer Plug-in: - Mo Curtain Server Plug-in installed

r o]
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6. Enter hostname or IP Address of Curtain Admin (Please make sure that it is entered correctly), and click
Next to continue.

. ;Curtain e-locker Client - InstallShield Wizard |3
Curtain e-locker Server Location

The machine name of the Curtain e

Pleaze enter the maching name [or IP Addrezs] of the Curtain e-locker Central Adminiztratar,

< Back | | Mest Cancel 1

7. Select Destination Folder for the installation, and click Next to continue.

8. Click Install to start the installation.
9. Reboot the workstation after installing Curtain Client.

P.S. If you want to use Group Policy to remotely install Curtain Client, please refer to FAQ 00201.
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4 - Product Activation

4.1 - Product Activation

Curtain e-locker has applied Product Activation technology to control license of the software. Without
product activation, companies can use Curtain e-locker for 30 days. They can try and play with the software
for evaluation purpose. If companies want to extend the evaluation period, they should contact
Coworkshop or its authorized resellers for the arrangement.

For Curtain e-locker existing customers, product activation should be done at initial setup. And, the
software has to be reactivated every year, for the purpose of license control. Coworkshop will assist
customers to reactivate the software free-of-charge, even the customers do not join the software annual
maintenance. For the procedures of Product Activation, please refer to related documents.

When activation is needed, the software will prompt users to remind them every time when Curtain Client
or Curtain Admin is launched. Here is the Reminding Message.

Coworkshop Curtain

L "_». Y¥ou have 16 days left before you must activate this software,
L]

The software will start to prompt users for the activation 30 days before the expiration date. If the software
is not reactivated before the date, users cannot launch Curtain Client and Curtain Admin until activation is
done.

P.S. Administrators only need to do the product activation in Curtain Admin. Once Curtain Admin is
successfully activated, all Curtain Clients will be activated automatically.

4.2 - Activate Curtain e-locker

When product activation is needed, Curtain e-locker will prompt users every time when Curtain Client or
Curtain Admin is launched. Please follow steps below to activate the software.

Steps to activate Curtain e-locker:
1.In Curtain Policy Server, launch Curtain Admin. Then, you will be asked to do the activation.

Curtain Central Administrator

. * 4 This copy of Curtain is not ackivated vet,
\-':('J Do w0 wiant bo perform Product Activation now?
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2. Click Yes to start Product Activation (or click No to skip the Activation).
o Ifitis the first time you activate the software, you will be asked to enter a 25-character Product
Key.
e [fitis the Annual Product Reactivation, please go to Step 4 to continue.

Enter Product Key |z]

-Produck Key
Please enter the Product Key of your copy of Curtain 3.0,

I I | | |

i~ Reqgistration Information

User Narme: |

CQrganization: |

| (0] | Cancel

3. Enter Product Key (which is case sensitive) and company information, and click OK to continue. Then, the
following dialog will appear.

Curtain e—locker Product Actiwvation @

Product Sckivation

Step 1: Click "enerate Request,.." to create the "Activation Request File",
Send the file to Coworkshop Solutions Limited

Step 2 When vou receive the Confirmation File,
click. "Import Confirm File,.." to complete the activation process,

Stepl |  Generate Request File.., |

Step 2 [ Impart Canfirm File. .. ] (o4 ] [ Cancel

4. Click "Generate Request file..." button to generate Activation Request File, and send this file to
Coworkshop (registration@coworkshop.com). After receiving your activation request, Coworkshop will
send file(s) back to you.
e Ifitis the first time Product Activation, you will receive two files from Coworkshop (i.e.
Confirmation Code and Authorization String).
e Ifitis the Annual Product Reactivation, you will receive one file from Coworkshop (i.e.
Confirmation Code).
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5. After receiving Confirmation Code file from Coworkshop, click "Import Confirm File..." button and select
the file. After you click OK, the following message box will appear.

Curtain e—locker Administrator

!

1 } Your copy of Curtain e-locker 1= actiwvataed!

e Ifitis the first time Product Activation, please go to next step to continue.
e [fitis the Annual Product Reactivation, you have completed the process of Reactivation.

6. In Curtain Admin, select "File > Settings" in the menu. Then, "Settings" window will be shown. Enter
Authorization String and Click OK.

Settings |§|
| FPort and Web Application Protection | Fassword Managzement < |
Settings | Server Information { Hetwork Driwes Frotection
Authorization

Lauthanization String |-------------------------------1{ |

Mew Central Administrator | |
Server Dptionz

Request Report Status 30 irtes

[ Request Get Policies l:l inutes
Client Options

Fepart Status and Query Settings _1':' Minutes

[]Report Status irtes

[] Qe Palicies inutes

[] Qe Patches inutes
Email Settings

SMTP Server: | Part: i25
[_ )8 ] [ Cancel ] [ Apply ]

If you have installed Curtain Server Plug-in alone on other servers for protecting server's resource, please
follow Step 7-10 to enter the Authorization String to Curtain Server Plug-in manually.
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7. Open Curtain Server Plug-in by selecting "Start > Programs > Coworkshop Curtain e-locker > Secure
Network Manager”
Then, the interface of Curtain Server Plug-in will be shown.

&'E Curtain e-locker - v5.0.3273.0

EB Authorization String Iw
-]

Share Folder Protection Port Protection
[¥ Enable | share folder | Physical Path [ Enable Port | TCP/UDP
e [ 123 C:\Users\administrat Add... I ad
M
E—-@ O acming C:\Windows =
D cs C:\ Remove | RLer
O weTLoG0N CrWindows\SYSYOL
Osvsvol CriWindows\SYSVOL  Modify... | ad
‘l | LI Exception... |
Protected Web Application
™ Enable | Site | Port |
Gd...
Remowve |
Madify, |
Communication Port
Curtain Service 8443
C

English j Rule... | Save I Refresh

8. Enter Authorization String and Click "Save" button.
9. Click "Refresh" button to apply the changes.
10. Click "Close" button to quit.

Congratulations! Curtain e-locker has been activated successfully.
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5 - Configurations

5.1 - Create Control Policy Group

Administrators can create many Control Policy Groups in Curtain Admin for different workstations/users.
We recommend to use Default Policy for protecting the most of workstations/users. Here is an example of
Control Policy Groups for reference.

- Default Policy: for general users, disallow printing and saving protected document out of protected zone
- Managers: for senior management, allow printing and saving protected document out of protected zone
- Notebooks: for notebooks, disallow printing and saving protected document out of protected zone. Also
the workstation must be online (connecting with Curtain Admin) every 72 hours in order to access files in
local protected directory.

Steps to create Control Policy Group:
1. In Curtain Admin, select "File > New Policy" in the menu. Then you will be asked to enter new Policy
Name.

:'_* Curtain e-locker Administrator

File View Clients Policies Language Help

New Policy |
Save Policies
Backup Policies

Client Patch

Approver Information
Watermark Information
Settings

Manage

Audit Trail

Generate authorization string
Exit Curtain e-locker Administrator

2. Enter new Policy Name and click OK to confirm.

Mew Policy ==

Enter new policy name ok
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5.2 - Configure Control Policy Group

Steps to configure Control Policy Group:
1. In Curtain Admin, select a Policy Group and right-click to select "Properties".

El----{'{g Policies (9]

..... “& Default Policy (1)
----- “% Wait for assignment (0]
..... hy
_____ W% VIP (0) Update Clients
----- %% Finance (0 Set as default policy
..... "{" Sales (0]
_____ {,‘ R&D (0) Rename
..... ‘i's_:" Coworksh Delete
----- 'y External A
¥ Properties
Default Policy X

Seftings  System Palicy Applications Local Sefting

|:| DISABLE PROTECTION on pretected zones (NOT Recommended)

Protected Directory

t- - [JHide my computer

El Hide lacal protected directory Protected Directory ProtDir
[ Disable delete files in network drive "] Additional Protected Directory Add
Delete
Housekeeping
|:| Clear the whole local protected directery |:| Clear temp folder in local protected directory
Startup Startup
Weekly Wt Mon TusWed Thy Fri Ss Weekly Sun MonTue Wed Thu Fri S
|:| Clearfiles inlocal protected directory |:|Clear recycle bin files in local protected direcotry
Delete file after download 0 s Delete file after deleted 10 Usys
Delete file after modified o oS
Dieleteif il = apphed

Copy to Non Pratected Directory

() Mot allowed{Recommended) Allowed Extensions I:l Add . Copy option
Allow all unsuppored lype . . .
e, W -

(@) Allow extensions

Ok || cawel || Apply
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Here is a summary of settings in a Policy Group.

Settings tab

e  DISABLE PROTECTION on protected zone
Additional local protected directory
Housekeeping of local protected directory
"Copy out" policy by file extension
"Encrypt out" policy

System Policy tab
e  Online/offline control

Applications tab
e  Control the behaviors when using protected documents in Application (e.g. disallow printing and
saving protected document out of protected zone)
Local Settings tab
e  Specify Approver(s) who is authorized to approve Send Request for this policy group
e  Specify Printer(s) which is included for this policy group

We focus on Application tab here. For other settings, please refer to Chapter 6.

2.In Applications tab, double-click the application which you want to configure.
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3. Define Curtain access rights and click OK to confirm.
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i A —
Engineer - |£|
|
| Settings | System Policy | Applications |
Protected Applications
Application Block Save As Block Transfer  Block Print  Wat =
AutaCAD - fes Yes
AutaCAD LT - fes fes |_J
-
AutoCAD ﬁ.
-
Version Access rights
Available Versions [ Block Save As
AutoCAD 2011 Force Save to Protected Zones
AutoCAD 2010 _
AutoCAD 2009 Block Copy to anywhere
AutoCAD 2003
AutnCAD 2007 Block Print
AutoCAD 2008 | Watermark for Printouts
AutoCAD 2005
AutoCAD 2004 | Snapshot for Printouts
AutoCAD 2002 .
AUtoCAD 2000i Block Print Screen
AutoCAD 2000 Block Copy content to anywhere
Block Transfer (Email, internet, etc)
| Claral | | selectal |
Others
[7] Protect First Draft
Move Up
Launch dient process as [Applimﬁon Rights v]
[ Mowe Down ]
o

4. Repeat Step 2-3 for different applications.

5.3 - Set Default Policy

o] [ Conon ] (o]

If a Control Policy Group is set as default policy, all newly installed Curtain Clients will fall into that Policy
Group. A green tick indicates which Policy Group is default policy. If it is the first time to launch Curtain
Admin (after the installation), "Default Policy" is set as default policy.
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[:- Curtain e-locker Administrator

File View Clients Policies La

; F, .~ "l_L
=% Client

¥ Online (1)

.[® Offline (0)

o % Mot Protected (4)

=-+g Policies (2)
..... @ Default Policy (1)
L%% Wait for assignment (0)

There are two built-in Control Policy Groups.

- Default Policy: With pre-defined settings of this Policy Group, users can work with sensitive documents in
Protected Zone. But they cannot take the information out of the Zone.

- Wait for Assignment: With pre-defined settings of this Policy Group, users cannot read or edit sensitive
documents in Protected Zone.

When Curtain Clients have been installed in users' workstations, they will connect to Curtain Admin and
apply default policy. If administrators want to verify new Curtain Clients before allowing them to read/edit
sensitive documents in Protected Zone, administrators could set "Wait for Assignment" to default policy.
After verifying a new Curtain Client, administrators can move the Curtain Client to appropriate Control
Policy Group.

Steps to set a Control Policy Group to default policy:
1. In Curtain Admin, select a Control Policy Group and right-click. Then a menu will be shown.

2. Select "Set as default policy”

=-4% Policies (2)
% Default Policy (1)

- 4% Wait for assignment ({

Update Clients
Set as default policy

Rename

Delete

Properties

3. Done

5.4 - Grant control policy by user/user group

Control policy of Curtain e-locker can be applied to computer or user/user group. If you prefer to grant
control policy by AD user/user group, you need to connect with AD for importing user information to
Curtain Admin. When the first time Curtain Admin gets a user information, the system will use default
control policy for controlling that user/user group. Administrator needs to assign the user/user group to
appropriate control policy group manually.
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To grant control policy by user/user group, please follow steps stated below to enable "Assignment of
User" in Curtain Admin.

Steps for enabling "Assignment of User" in Curtain Admin:
1. Launch Curtain Admin, open File -> Settings -> Assignment of Security Policy.

2. Choose "Assignment of User", and click "OK" button.

Metwork Drives Protection I Port and Web Application Protection I Port Exception I Share Exception
Settings I Server Information
Password Management I Approver Information I Watemarks I LDAP | Assignment of Security Policy

Assignment of Securty Policy

() Assignment of PC

Then "User And Group” will be shown in Curtain Admin.

File View Clients Policies Language Help

I AALTREB ?

E|Lj Administrator Manager User Mame  Group Policies  Dormain  SID Userl
=M Client 3 Test 01 Sales S-1-5-21-40282487... Loc:

----- ¥ Online (2) L Test 06 Sales 5-1-5-21-40232487... Loc:

----- ¢ Offline (1) 1 Test 07 Sales §-1-5-21-40282487.. Loc

----- 5 Not Protected (0) 3 Test 08 N/A S-1-5-21-40282487... Loc:

&% UserAndGroup L Test 05 Sales 5-1-5-21-40282487... Loc:

""" L M) 2 Test 04 Sales 5-1-5-21-40282487... Locs

""" & Group (0) 1 Test 03 Sales §-1-5-21-40282487... Loc:

£ Policies (5) L Test 02 Sales 5-1-5-21-40282487... Locs

..... 4% Default Policy (0)
..... 4% Wait for assignment (0)

3. Done.

Steps for importing users and user groups from AD domain:

1. Launch Curtain Admin, open File -> Settings -> LDAP.

2. Check "Enable LDAP" button.

3. Enter LDAP server address, DNS or IP address on "LDAP Server Address".

4. "LDAP Server Port", default port is 389.
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5. Recommend to enable "Use Secure LDAP Connection”, it means to use secure LDAP connection to AD
(default is disable).

6. Enter user name on "LDAP Username" to connect LDAP server.
7. Enter password on "LDAP Password".

8. "LDAP Search Base", enter the root of user or group, should enter CN, OU and DC.
e forsearch the whole domain, enter "dc=domain name,dc=domain suffix" (e.g.
"dc=test,dc=com")
e forsearch the whole group, enter "ou=organizational unit name,dc=domain name,dc=domain
suffix" (e.g. "ou=it,dc=test,dc=com")
e forsearch single user, enter "cn=username,ou=organizational unit name,dc=domain
name,dc=domain suffix" (e.g. "cn=tester,ou=it,dc=test,dc=com")

9. "LDAP Information Caching"”, for setup caching information of AD (default is 15 minutes).

10. While setting is finished, click "Test connection" button to see whether connect to AD successfully or
not.

Settings = J

Metwark Drives Protection I Port and Web Application Protection I Port Exception I Share Exception

Settings I Server Information
Password Management I Approver Information I Watemarks | LDAF | Assignment of Securty Palicy

LOAP

Enable LDAF

LDAP Server Address |de sztest.com |
LDAP Server Port |389 |
ssL L]

IUse Secure LDAP Connection

LOAP Usemame |admini5t|atnr |
LDAP Password |||-||||-| |
LDAP Search Base |de=sztest dc=com |
LDAP Information Caching |1 | Minutes

| Test connection |

CrAdmin -

h Connect successfully.
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11. If AD user/user group is imported to Curtain Admin successfully, they will be shown under "User And
Group" in Curtain Admin as below.

I

File View Clients Policies Language Help

R EY BT

Curtain e-locker Administrator

3| Administrator Manager
5% Client

----- "V Online (1)

----- = Offline (1)

----- “ Mot Protected (0]

=% UserAndGroup
..... & User (47)
..... B2 Group (25)

.

=g Policies (2)

..... ‘& Default Policy (0
..... %% Wait for assignment (0]

12. Done.

User Mame
& User_ 4
User_40
User_39
User_38
User_37
User_36
User_353
User_34
w User_33
& User_32

3 OO R R

Group

Remuote Desktop U...
Remote Desktop U...

Group_02

Group_05%Remote ...
Group_05%Remote ...
Group_05%Remote ...
Group_05%Remote ...
Group_05%Group_0...
Group_05%Group_0...
Group_4:Remote ...

Policies

Demain

SZTEST.COM
SZTEST.COM
SZTEST.COM
SZTEST.COM
SZTEST.COM
SZTEST.COM
SZTEST.COM
SZTEST.COM
SZTEST.COM
SZTEST.COM

51D

5-1-5-21-15577356...
5-1-5-21-15577356...
5-1-5-21-15577356...
5-1-5-21-15577356...
5-1-3-21-15577356...
5-1-5-21-15577356...
5-1-5-21-15577356...
5-1-5-21-15577356...
5-1-5-21-15577356...
5-1-5-21-15577356...

P.S. Forlocal/workgroup users, they will be listed under "User And Group” once they open Curtain Client.

Steps to assign users/user groups to different Control Policy Groups:
1.In Curtain Admin, select User/Group in left panel. Then, Users/Groups will be listed out in the right panel.

X

File View Clients

I AN

Policies  Lang

5 Administrator Manager

=M Client

..... = Online (2)

..... T Offline (1)

..... 5 Mot Protected (0)
=% UserAndGroup

..... & User (14)

..... £ Group (0)

=% Policies (5)

..... “% Default Policy (0

..... L% Wait for assignment (0

2. Select users/groups (press Ctrl button for multiple selection).

3. Right click and select "Change Policy" to assign users/groups to appropriate Control Policy Group.
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File View Clients Policies Language Help

r

& A

TN (e

s

..... % Default Policy (0)

Rer®

B o L e REE

=15 Administrator Manager User Name Group Policies  Domain

=% Client r Remote Desktop U... SZTEST.COM
----- = Online (1) % User_70 Remote Desktop U... SZTEST.COM
----- = Offline (2) Remote Desktop U... SZTEST.COM
""" 5 Not Protected (0) Remote Desktop U... SZTEST.COM

=-#% UserAndGroup Change Policy SZTEST.COM
..... < User (89)
..... £, Group (0) Remove

£-¥g Policies (5) Refresh

SETEST.COM
SZTEST.COM

----- “% Wait for assignment (0 e Reribte Beskinpth

----- ‘% Engineers (2) & User_62 Remote Desktop U... SZTEST.COM

_____ 1’«‘ Sales (5) & User &1 Remote Desktop U... SZTEST.COM
3 SEr_ emote Desktop L. L

_____ 4 HR (6) & User 60 R Desktop U SZTEST.COM

L) m S L r FETEET S

4. Repeat Step 2-3 for assigning other users/groups to appropriate policy groups.

5. Done.

5.5 - Assign workstations/users to Control Policy Group

Steps to assign workstations to different Control Policy Groups:
1.In Curtain Admin, select Online/Offline in left panel. Then, workstations will be listed out in the right
panel.

File View Clients Policies La

L EXIEY

=% Client
% Online (1)

E{ﬁ Policies (2]
.44 Default Policy (1)

...... 4% Wait for assignment (0)

2. Select workstations (press Ctrl button for multiple selection)
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3. Drag and Drop selected workstations to appropriate Control Policy Group

m

File View Clients Policies Language Help

IS ERALT B ?

E Client Client Mame Policies Domain Status  Builc

-~ Online M-2003 <N/A> WORKGROUP
.'? Offline

...... 3 Mot Protected

EST2003 <MfA>  WORKGROUP

& CURTAINCLIENT <N/A> WORKGROUP
55 SERVEROL <MN/A>  COWORKSHOP
5 DEVO2 =MN/A>  COWORKSHOP

= \g Policies (3]
...... ‘Ti,\ Default Policy (1)
...... ‘ig Wait for assignment (0]

...... L%y Engineers (0

COWORKSHOP

4. Repeat Step 2-3 for assigning other workstations to appropriate policy groups.
5. Done

Steps to assign users to different Control Policy Groups:
1.In Curtain Admin, select User/Group in left panel. Then, Users/Groups will be listed out in the right panel.

File View Clients Policies Lang

I EXIEY

=14 Administrator Manager
2% Client

----- = Online (2)

..... = Offline (1)

..... & Mot Protected (0)

=-#% UserAndGroup

----- 2 User(14)

..... & Group (0]

=% Policies (5)

----- 4% Default Policy (0)

----- "g.t"t Wait for assignment (0

2. Select users/groups (press Ctrl button for multiple selection).

3. Right click selected users/groups, choose "Change Policy" and assign users to appropriate Control Policy
Group.
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File View Clients Policies Language Help

IDEAHASH

‘v

Elli] Administrator Manager User Mame Policies  Domain

=% Client 17 Remote Desktop U... SZTEST.COM
----- = Online (1) % User_70 Remote Desktop U... SZTEST.COM
----- = Offline (2) . Remote Desktop U... SZTEST.COM
""" 5 Not Protected (0) ser_ Remote Desktop U... SZTEST.COM

=-2% u:eE?ndEup Change Policy SZTEST.COM
..... SET
..... £, Group (0) Remove

=% Policies (3) 5 Refresh S
f'_'__ﬁ N - - bR SZTEST.COM
..... %% Wait for assignment (0 = Revnate BELApLL I EDM
_____ {\ Engineers (2) & User_62 Remote Desktop U... SZTEST.COM
_____  Sales (3) & User_61 Remote Desktop U... SZTEST.COM
_____ 4 HR (6) & User_60 Remote Desktop U... SZTEST.COM

oo Lt mn B ~ [ [} T Sk d

4. Repeat Step 2-3 for assigning other users/groups to appropriate policy groups.

5. Done.

5.6 - Define Protected Server Resources

Curtain e-locker can be used to protect different kinds of server resources, such as share folders in
Windows File Server, web application, or even self developed system. Please follow below steps to define
Protected server resources.

Steps to define Protected server resources:
1.In Curtain Admin, select "File > Settings".

i.'-_. Curtain e-locker Administrator

File View Clients Policies Language Help

Mew Policy
Save Policies
Backup Policies

Client Patch

Approver Information
Watermark Information
Settings

Manage

Audit Trail

Generate authorization string
Exit Curtain e-locker Administrator
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2.In Server Information tab, click Add button to add server information first. For example, if you want to

protect share folders of two Windows File servers and one web application, you should add the three
servers in this tab.

Server Address: Hostname or IP address of the server.

Port: Default value is Port 8443 (for communication between Curtain Admin and Curtain Server Plug-in).
Settings

Pad and Web Application Prolection ; Fasgwind Managamen
Sattinga Senver nfomaticn Mstwark Davas Probection

Senver

Sarver Addneas Fod Remads

Al Server [ ]

Server Address

fle-server(il

B443

Ri=arks

3. Add Protected server resources.
For scenario 1 - Protect share folder of Windows File Server

- In Network Drives Protection tab, check "Enable Protection".
- Click "Add" button, a dialog box will be shown.
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Port and Web Application Protection =~ Port Exception = Share Exception  Password Management
Approver Information Watermarks =~ LDAP Printer Information Local Encrypted Drive

Settings Server Information Metwork Drives Protection

Metwork Drives Protection

ﬁ'_ﬁ_@ []Enable Protection

Map Drive Server Address Path Enable DFS DFS Path FPhysical Path
ks Add Share X
t—'&l Please specify share
UNC Path: |\ |File-Server01 v\ | Protected
[+] Enable map drive 7l w
[ Protected by Client
[ 1oFs Path:  \\ \
oK Cancel
< ?
Add... Remove Modify...
0K Cancel Apply

UNC Path: \\Server\Share Name
e  Server - Select the server (hostname or IP address)
e Share Name - Enter name of the Share (not the folder name, unless you gave the Share the same

name as the folder)

Enable map drive: Check this option and select a drive letter, if you want all Curtain Clients map themselves
to this drive at startup. Otherwise, users need to do drive mapping manually or use their own logon script.

Protected by Client: Enable this option ONLY when you need to protect share folders without Curtain
Server Plug-in installed on the server (e.g. NAS - Network Attached Storage).
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DFS Path: Check this option, if share folder listed above is managed by DFS (Distributed File System).
e  Server - Enter server name (users should see the server name as apparent host in My Network

Places)

e  Path - Enter path name (the path that users see to the share folder in My Network Places)

For scenario 2 - Protect Web Application
- In Protected Web Application, check "Enable Protection”.
- Click "Add" button, a dialog box will be shown.

SETNgS

Approver Information ~ Watermarks ~ LDAP Printer Information  Local Encrypted Drive
Settings Server Information Metwork Drives Protection
Port and Web Application Protection  Port Exception ~ Share Exception  Password Management

| Port Protection

g _!I]_ 1 [+] Enable Frotection

Server Address Protocol Fort

Protected Web Application

ﬂ%. Enable Frotection [ ] Protect webDav

Server Address Port  Site Met...

Add...

Remove

Modify...

Add...

s Add Protected Web Application

Protected Web
http:// kmdemo.dyndns.org ~ * 1]

(@) Protected by SDK
(") Protected by Server Plug-in

Protected Upload

hitp://kmdemo.dyndns.org : /| <PROTECTALL>

web application site.

Hint: To protect all sites, please enter "<PROTECTALL>" in the

oK

Cancel
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Protected Web: http://Hostname: Port Number
e Hostname - Select the web server (hostname or IP address)
e  Port Number - Enter port number (port 80 is used by most web applications)

Protected by SDK: Select this option, if the web application has been customized for Curtain e-locker by
using our SDK (software development kit).

Protected by Server Plug-in: Select this option, if the web application has NOT been customized for Curtain
e-locker.

Protected Upload: http://Hostname/Path
e  Path - Enter the path you want to protect

Example 1 - Microsoft SharePoint (e.g. http://SharePoint Server/Site)

- Administrators can create many SharePoint sites. If administrators want to apply Curtain e-locker to
protect some of them, they can enter SharePoint Site Name for the Path. Then, users have to use Protected
Internet Explorer to access the Protected Site. All resources under the Site are protected by Curtain
e-locker.

Example 2 - IBM Lotus Quickr (e.g. http://Lotus Quickr Server/Place)

- Administrators can create many Places in Lotus Quickr. If administrators want to apply Curtain e-locker to
protect some of them, they can enter the full path of the Place (e.g. quickr/placel.nsf). Then, users have to
use Protected Internet Explorer to access the Protected Place. All resources under the Place are protected
by Curtain e-locker.

If administrators want to protect the whole web application, they should enter "<PROTECTALL>".

For scenario 3 - Protect Port (for SolidWorks PDMWorks)
- In Port Protection, check "Enable Protection”.
- Click "Add" button, a dialog box will be shown.
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Approver Information
Settings

Watermarks LDAP

Server Information

Printer Information
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Local Encrypted Drive

Metwork Drives Protection

Port and Web Application Protection  Port Exception ~ Share Exception  Password Management
Fort Protection
: il 5 1 Enable Protection
Server Address Protocol Port Add...
Remowve
Modify
=% Add Port X G
Address FDM-Server e
Frotected Web Appl
Port | 3030|
I@ [ ]Enable
Server Address Frotocol @Tce Cuop Add...
Remuove
OK Cancel |
Modify...
OK Cancel | Apply

e  Address - Select the PDMWorks server (hostname or IP address)
e  Port Number - Enter port number (default port for PDMWorks is 3030)
e  Protocol - Select protocol (default protocol for PDMWorks is TCP)

4. Click OK to confirm.
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5.7 - Protect sub-folder of a share folder

For example: There are 9 share folders (i.e. prol, pro2... and pro9) in file server under a share folder called
"pro”. If you only want to set prol, pro2, and pro3 as Server Protected Zone, how can we do that? There
are two methods.

Method 1:
Share those sub folders (i.e. prol, pro2, and pro3) in file server and set them as Protected Network Drive in
Curtain Admin.

Method 2:
No need to share those sub folders (i.e. prol, pro2, and pro3) in file server. You can set them as Protected
Network Drive in Curtain Admin directly. Please follow steps stated below.

Steps to set protection for sub-folder
1. In Curtain Admin, click "File > Settings" in the menu.
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2. Add the machine name or IP address of the file server in "Server Information" tab.

Settings

X

Port and Web Application Protection

Approver Information

Watermarks

Port Exception
LDAP

Share Exception
Frinter Information

Password Management

Local Encrypted Drive

Server Information

Metwork Drives Frotection

Settings

Server

Server Address

Kehin-Samsung
kmdemeo.dyndns.org

Port

8443
8443

Remarks

192.168.1.18 EE N

Add...

Remove

| Modify...

[ox |

Cancel Apply
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3. Add the 3 sub folders (that is prol, pro2 and pro3 in our example) in "Network Drives Protection" tab as
picture below.

Settings o

Port and Web Application Protection  Port Exception  Share Exception  Password Management
Approver Information Watermarks =~ LDAFP Printer Information Local Encrypted Drive
Settings Server Information Network Drives Protection

Metwork Drives Protection

t:_é [+] Enable Protection

Map Drive Server Address Path Enable DFS DFS Path Physical Fi
L—u. Add Share e
L@ Please specify share
UNC Path: || | 192.168.1.18 v\ [pro\proi]
[]Enable map drive z:

[ ]Protected by Client
[JoFs Path:  \\ \

0K Cancel

Add... . Remove Modify...

0K Cancel Apply
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4. Click OK to confirm, and click Yes to push the settings to server(s).
4 |

| Settings
Port and Web Application Protection  Port Exception  Share Exception  Password Management
Approver Information Watermarks  LDAP Printer Information Local Encrypted Drive
Server Information Metwork Drives Protection

Settings
Network Drives Protection
t;@ [+] Enable Frotection
Map Drive Server Address Path Enable DFS DFS Path Physical Path Protected
H atected M aftected
192.168.1.18  pro\prol E:\pro\prol
E:\pro\pro2

192.168.1.18  pro\pro2
192.168.1.18  pro\pro3 E:\pro\pro3 W

Curtain e-locker administrator

'6 Do you want to push the settings to the following servers?

=P 192.168.1.18
=p Kelvin-Samsung

Mo

<
Add... | | Remove Modify...

0K Cancel Apply
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5. Open Curtain Client, you can see sub-folder prol, pro2 and pro3 are protected by Curtain e-locker under
My Computer. The folder icon of these 3 sub-folders are with lock, while other sub-folders are not
protected.

# Curtain e-locker Client - Default Policy
File View Application Tool Help

SRS CE T D

Location Iv;\
El l@' Protected Network Drives Name
. B Protected (\\192.168.1.18) (X) g prof
= 3‘ My Computer L& pro2
-g:, Protected Directory g pro3
* Recycle Bin prod
._ Local Disk (C?) pros
Fl-w. Local Disk (D3) pro6
R pm (W 192.168.1.18) (V3 pro7
prod
---t pro9
-
pro4
pros
proé
pro7
prog
pro9

5.8 - Exception Rule
5.8.1 - Exception Rule

The function of Exception Rule provides the flexibility to administrators to allow some workstations without
Curtain Client installed to access Protected Zone. As the picture shown below, workstations with Curtain
Client can access protected server resources (e.g. protected share folders) under Curtain protection. By
default, workstations without Curtain Client installed CANNOT access protected server resources.

However, in some situations, administrators need to allow some workstations (e.g. top management)
without Curtain Client installed to access protected server resources. Then, they can use this function to do
that.
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Waorkstations with
Curtain client can
access server
% protected

%"% directories.

J

t:k‘__

=
&~
Curtain client % /f/-’

.

Workstation without Curtain client

Curtain policy server

can ONLY access non-protected server resources

This function is also useful for setting up test environment. For example, R&D department is using
SolidWorks EPDM system to manage their product information. Now, they want to implement Curtain
e-locker to protect the information in EPDM. Before implementing e-locker to all workstations in R&D
department, they want to install Curtain e-locker on a few workstations for testing. Then, administrators
can use this function to specify which workstations are protected by e-locker. Other workstations without
Curtain Client installed can still access the EPDM system without e-locker control.

There are 4 Protection Rules.

Protect All - this rule is the default setting. Only workstations with Curtain Client installed can

access Protected Zone.

Disable Protection - this rule is not recommended. When this rule is selected, e-locker protection

is temporarily disabled. All workstations can access Protected Zone without e-locker control.
Protect Only Address List - administrators can enter a list of workstation (by IP address). Only

workstations on the list are protected by e-locker.

Protect Except Address List - administrators can enter a list of workstation (by IP address). Only

workstations on the list are NOT protected by e-locker.
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=& Protection Rule ~ i x|
T¥Pe  pratect Only Address List ;I
Protect Al
Disable Protected
—Addre
Protect Except Address Lisk
Address | Twpe |
192,165.10,161 P
add. .. Remove | Madify, ., |

2, I Cancel |

5.8.2 - Set Exception Rule

The function of Exception Rule provides the flexibility to administrators to allow some workstations without

Curtain Client installed to access protected resources in particular server. Therefore, this function is set in
Curtain Server Plug-in.

Steps to set Exception Rule:

1. Open Curtain Server Plug-in by selecting "Start -> Programs -> Coworkshop Curtain e-locker -> Secure

Network Manager"
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2. Click "Rule..." button and select appropriate protection type.

-

Share Folder Protection

="BCurtain e-locker - ¥v3.8.3269.11

Authorization Skring I LI

Part Prokection

¥ Enable | share Folder | i =k Protection Rule 5[ I
i, O Ao T &
Lﬁ-@ O % c TYPE  Protect Only Address List |
O ors C1\DF! Prokeck &l e
O Pro_childi 1 Crishe e Dizable Protected
protected Cripre Protect Except Address List Mo
O protectedz003 | Chpre address [ Tope |
Faie Cihshe 192,168.10,161 IF
1 |
¥ Protected all Share Folde
Protected Web Application n Mac Address |
Ad
[ Enable | sSite
o) =
Mod
add... Remove | Maodify. ., |
(o] 4 I Cancel |
Communication Park
Curkain Service I 443
English j Fule... Save Refresh i

3. If "Protect Only Address List" or "Protect Except Address List" is selected, click "Add" button to add
workstation's IP to the list.
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4. Choose Address Type and input the address accordingly.

-k Protection Rule e - ]
TYPe  |Pratect Only Address List j
—address

address | Tvpe |
192.168.10.161 1P

- Select Address Type - : x|

P Address

(4 I Zancel |

Address Tyvpe

add... | Remove | Maodify. ., |

(] 4 | Zancel |

5. Click "OK" to confirm.
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6. Click "Save" and "Refresh” button.

="BCurtain e-locker - v3.8.3269.11

i’ Authorization Skring I L L LT

Share Folder Protection Port Prokeckion
V¥ Enable | share Folder | ZiE -~ Protection Rule ﬂ |
el O aorarg T &
L@ O s o Type IF‘ru:uteu:t only Address List j
O ors CH\DF! Rer
O Pro_childt 1 Ciishe Atldrecs
prokected C:pro I_ | Mo
| FECE R Rl & protection Rule |
share s
4 |
IF Address
¥ Protected Al Share Fol
Pratected Web Application ————— I™ 1P Address Range Nac Address I
i
[~ Enable | sSite | 192 | 165 | 101 |E | 161
o) | -
Zancel
[
add... Femoyve Maodify, ., |
(4 | Zancel |
Communicakion Pork
Curkain Service I G443
IEninsh j Rule... Save Refresh i

P.S. When click "Close" button, the system will prompt message to ask whether to restart the server or not.

Simply click "No" to exit .

7. Done.
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5.9 - Disable protection temporarily

The function of Disable Protection provides the flexibility to administrators to allow workstations/users
under particular policy group to access Protected Zone without e-locker protection. In general, it is not
recommended to enable this function because it may cause leakage of sensitive files. However, sometimes
administrators may need to disable e-locker protection temporarily. You may create a Policy Group with
this function enabled. When you want to disable e-locker protection to workstations/users, you can simply
assign them to this control policy group.

Steps to disable Curtain e-locker protection:
1. In Curtain Admin, select a Policy Group and right-click to select "Properties".

=

I

CFile View Clients Policies Langua

XYY

=13 Administrator Manager
_}j Client

..... = Online (2)

..... ™ Offline (1)

..... 3 Mot Protected ()
5-2% UserAndGroup

..... & User (52)

..... B2 Group (0)

=g Policies (5)

"

..... “% Wait for assignment (0]

I
i

2. Select "DISABLE PROTECTION on protected zones".

Settings |Systern F‘ulicy' Applications |

[+ DISABLE PROTECTION on protected zones (NOT Recommended)
Protected Directony

L.

—8 ™| Hide lozal protected directary Protected Directony Prot Dir
[T Dizable delete files innetwark drive [T Additionsal Protected Directany I Add

| - I [efete |

I~ Hide my cormpter
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3. Click OK to confirm.

If a workstation/user is disabled e-locker protection temporarily, "FULL ACCESS" will be shown in the title
bar of Curtain Client as below.

§" % Curtain e-locker Client - Default Policy (FULL ACCESS)

File View Application Tool Help
j f—‘i- ug‘i . Ve® !’fv. ol = Vs B) 69
A ', % ]
Location IMy' ComputerProtected Directory\C: \ProtDir ADMINISTRATOR
=78 My Computer MName |
E""E'-‘ﬂ Protected Directory @bnnkl.xlsx
(S8 o tected Directory (C:\ProtDir JADMINISTRA
---_"J Floppy Disk Drive (&:)
&%y Local Disk (C:)
[#-o4y DVD Drive (D:)

- W

4. Done.
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6 - Other Features

6.1 - Protect First Draft

Protect First Draft is a feature to protect newly created files. If this feature is enabled, user must save newly
created file to Protected Zone. It protects sensitive information at the point of creation.

This feature can be enabled by Policy Group and Application. Here is an example of its usage.
- Enforce engineers to save all newly created AutoCAD and Photoshop files to Protected Zone

Steps to enable Protect First Draft for an application:
1. In Curtain Admin, select a Policy Group and right-click to select "Properties".

2. In Applications tab, double-click the application which you want to enable Protect First Draft.
3. Select "Protect First Draft" and click OK to confirm.
"Launch client process as Application Rights" - This control is only applied to the selected application.

"Launch client process as Parent Process Rights" - This control is applied to the selected application and all
of its child process (e.g. a Excel program is launched within AutoCAD)
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Motebook B3 |

| Settings I System F‘ulic'_.r| Applications |

Protected Applications

Application Block Save As Block Transfer  Block Print  Forc =
Microgoft Excel - fes fes
Microsoft Excel o]
Version Access rights
Available Versions [ Block Save As
Microsoft Excel 2007 Force Save to Protected Zones
Microsoft Excel 2003
Microsoft Excel XP Block Copy to anywhere

Microsoft Excel 2000

Microsoft Excel 97 Block Print

Blodk Print Screen
Block Copy content to anywhere
Block Transfer (Email, internet, etc)

| clearal | | selectal |
Others
[ Mave Up ] Protect First Draft |
[ ] Launch dient process as [Applimﬁnn Rights -
Mowve Down

QK J [ Cancel

P.S. When Protect First Draft is enabled for an application (e.g. Excel). ONLY Protected application can be
launched. In this example, that means users cannot launch non-Protected Excel. If users try to launch it,
Curtain e-locker will automatically stop the application. For non-Protected Excel files, users must copy
them to Protected Zone before opening them. Users can copy them to Protected Zone by Copy-and-Paste
or Drag-and-Drop.
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6.2 - Online/Offline Protection

Online/Offline Protection is a feature to control how users use downloaded sensitive information.

The major purpose of this function:

- Do not want downloaded sensitive information can be used when the desktop/notebook is out of the
company (it means the desktop/notebook cannot connect with Curtain Admin)

Steps to enable Online/Offline Protection:
1. In Curtain Admin, select a Policy Group and right-click to select "Properties".

=-4% Policies (3)

----- i Default Policy (1)
----- % Wait for assignment (0]
..... 8 Notcbook @l
_____ th VIP (0) Update Clients
----- t% Finance (0| Set as default policy
----- % Sales (0)
_____ "% R&D (0) Rename
..... "..‘ Cowaorksh| Delete
----- % External Al :
' [ Properties

2.In "System Policy" tab, there are three options under Online/Offline Mode.

"Workstations must be online" - When this option is selected, Curtain Client CANNOT be launched if it
cannot connect with Curtain Admin.

"Workstations must be online within [ ] hours" - When this option is selected, Curtain Client CANNOT be
launched if it disconnected with Curtain Admin for a specified period of time.

"Workstations can be used in offline mode" - When this option is selected, Curtain Client can be launched
no matter it can or cannot connect with Curtain Admin.

Default Policy
Settings System Policy Applications Local Setting

Online/Offline Mode

(@ Workstations must be online

OWurkstaTjuns must be online wiThin hours

() Workstations can be used in offine mode
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6.3 - Housekeeping
Housekeeping is a feature for clearing up files in Local Protected Directory.

There are 2 main purposes of this function:

- Do not want users to keep files in Local Protected Directory forever.

- Clean up cache, temporary files and Recycle Bin in Local Protected Directory, in order to free up disk
space.

Steps to enable Housekeeping:
1. In Curtain Admin, select a Policy Group and right-click to select "Properties".

=-4% Policies (3)
..... i Default Policy (1)

----- AN Motebook S0 =

_____ % VIP (0) Update Clients

----- %% Finance (0| Set as default policy

----- % Sales (0)

_____ % R&D (0) Rename

..... i..‘ Coworksh| Delete

----- th External 4| : |
) [ Properties [

2. Select the Rules to clean up files in Local Protected Directory, and then click OK button to confirm.

Housekeeping-

: [ ] Clear the whole local protected director [ ] Cleartemp folder in local protected directon
Startup Startup
Weekly =un ManTue: fedThu Fri Sat Weekly
[ ]Clearfiles in local protected directory - [_]Clearrecycle bin files in local protected direcotry
Delete file after downloac 0 Llgs Delete file after deleted |10

Delete file after modifie: |0

all

"Clear the whole local protected directory” - If this option is selected, all files in Local Protected Directory
will be deleted.

Startup - If this option is selected, housekeeping will be done every time when user's workstation startup.
Weekly - If this option is selected, housekeeping will be done when user's workstation startup on the
selected day(s).

"Clear temp folder in local protected directory” - If this option is selected, all temporary files in Local
Protected Directory will be deleted.

Startup - If this option is selected, housekeeping will be done every time when user's workstation startup.
Weekly - If this option is selected, housekeeping will be done when user's workstation startup on the
selected day(s).
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"Clear files in local protected directory” base on Date downloaded and/or Date modified - If this option is
selected, all files in Local Protected Directory which meet the criteria (i.e. Date downloaded and/or Date
modified) will be deleted.

Delete file after downloaded [] Days - If this option is selected, files downloaded to Local Protected
Directory over specified days will be deleted.

Delete file after modified [ ] Days - If this option is selected, last modified date over specified days will be
deleted.

"Clear recycle bin files in local protected directory” base on Date deleted - If this option is selected, all files
in Recycle Bin which meet the criteria (i.e. Date deleted) will be deleted.

Delete file after deleted [ ] Days - If this option is selected, files deleted to Recycle Bin over specified days
will be deleted.

If housekeeping is enabled, users will be prompted every time when Curtain Client is launched.

Client ==

CAUTIOMN: All your files in temp folder of protected directory will be
& I—E deleted weekly.

6.4 - Screen Capture Protection

Curtain e-locker handles Print-screen or Capture-screen software in a smart way.

e  Only window of sensitive data is dimmed

e  Users still enjoy the convenience of screen-capture for non-sensitive data
e  Screen-dump software is also blocked

.:E".

6.5 - Smart Copy-and-Paste Control

Curtain e-locker handles Copy and Paste in a smart way.

e  Copy and Paste in between documents in Protected Zone is allowed,

e  Copy data from non-Protected Zone to Protected Zone is allowed,

e  However, copy data from Protected Zone to non-Protected Zone is prohibited if it is not allowed.
It does not affect normal operations, while security is maintained. Curtain e-locker makes a good balance
between convenience and security.
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6.6 - Secure Print-to-PDF

Secure "Print-to-PDF" is a feature to allow users to convert sensitive documents to PDF format in a secure
way.

The major purpose of this function:

- Users can convert sensitive documents to PDF format by using the function of Print-to-PDF. However, the
PDF file can be only saved to Protected Zone. It makes a good balance on convenience and security. Users
can generate PDF files, but data still cannot be leaked out of the company through this channel.

Example: Allow users to convert Protected Word documents to PDF format

If administrators allow a user to convert Protected Word documents (i.e. Word documents in Protected
Zone) to PDF format, administrators should allow the user to print Word document first. Then the user can
print Word documents in Protected Zone to PDF format by Print-to-PDF. All generated PDF files can be
only saved to Protected Zone.

Motebook [E=]
| Settings | System Policy | Applications |
Protected Applications
Application Block Save As Block Transfer  Block Print  Forc =
Microgoft Waord - fes fes
Motepad - fes fes
Microsoft Word L]
Version Access rights
Available Versions [ Block Save As
Microsoft Word 2007 Force Save to Protected Zones
Microsoft Word 2003
Microsoft Word %P Blodk Copy to anywhere
Microsoft Waord 2000 )
Microsoft Word 97 @d‘ Print D
Blodk Print Screen
Block Copy content to anywhere
Block Transfer (Email, internet, etc)
| Claral | | selectal |
Others
[ T—. ] [] Protect First Draft
Launch dient process as [Applimﬁnn Rights -
[ Mowe Down ]
K J [ Cancel

Allow users to print Word document first
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b ==
Printer

Name: d  Adobe PDF =]
Status: Idle Find Printer...
Type: Adobe PDF Converter

Where: ProDir [ Print to file
Comment: [7] Manual duplex
Page range Copies
@ Al Mumber of copies: 4] =
) Current page Selection
(") Pages: 1? 1? [¥] collate
Enter page numbers and/or page ranges
separated by commas. For example, 1,3,5-12
Print what: | Document |Z| =i
) Pages per sheet: 1
Print: All pages in range |Z| R Page |Z|
Scale to paper size: Mo Scaling |Z|
QOptions... QK ] I Cancel I

Convert documents to PDF format by Print-to-PDF

6.7 - Share protected files with others

In general, there are three different levels of permission:

(Scenario 1) user is authorized to encrypt and save the encrypted files out of Protected Zone. The files can
be ONLY decrypted in Protected Zone.

(Scenario 2) user is authorized to encrypt and save the encrypted files out of Protected Zone. The files can
be decrypted anywhere with entering correct password.

(Scenario 3) user is authorized to save/send/copy files out of Protected Zone (without encrypting the files).
The files are no longer under Curtain e-locker protection.

Scenario 1 - Encrypt out (Decrypt in Client only):
This function is very useful for users to share protected files within company. Therefore, you can grant this
function to most of the users.

If a user is allowed to Encrypt Out (Decrypt in Client Only), the user can encrypt Protected files and share
the encrypted files with others. When other users receive the files, their workstations must have Curtain
Client (pointing to the same Curtain Admin) installed. The users can double-click the files to decrypt them.
Files will be automatically decrypted to Local Protected Directory.
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Steps to grant the right "Encrypt Out (Decrypt in Client Only)™:
1. In Curtain Admin, select a Policy Group and right-click to select "Properties".

El’gg Policies (9]

..... ‘& Default Policy (1)

----- “% Wait for assignment (0]

..... w{-‘

_____ W% VIP (0) Update Clients

----- %% Finance (0 Set as default policy
..... "i,:‘ Sales (0]

_____ 4\ R&D (0) Rename

..... "i,:‘ Coworksh Delete

""" Sk Exeemal Properties

2. Click "Copy Options" button, select the second option as below and click OK to confirm.

Copy Options (3]

Allow to copy encrypted files from the Protected Zones to anywhere (the encrypted files can be decrypted anywhere)

Allow to copy encrypted files from the Protected Zones to anywhere (the encrypted files can be decrypted in Curtain Protected Zones only) I

Allow copy sensitive documents to anywhere

[ Ok, ] [ Cancel ]

Steps to share encrypted files with others:
1.In Curtain Client, select a protected file and right-click to select "Encrypt to (Decrypt in Client only)".
Then an encrypted file will be copied to destination.

Wm SRR Microsof B
@Curtai  OPen 92 KB Microsoft B
B Curtai Encrypt to (Decrypt anywhere) > 92 KB Microsoft B»
IR Encrypt to (Decrypt in Client only) > Desktop
Zip... Mail Recipient
Zip to Curtain e-locker Pricebook - July 201 7{HK) xlsx.zip Browse...

2. Send the encrypted file to others. Since the file is encrypted, the file is safe during transmission (e.g. USB
flash drive or Email).

3. When user receives the file, the user simply double-clicks the file. It will be decrypted to Local Protected
Directory.
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Scenario 2 - Encrypt out (Decrypt Anywhere):
Actually the users can get the files after entering correct password. Therefore, this function should be only
granted to authorized users.

If a user is allowed to Encrypt Out (Decrypt Anywhere), the user can encrypt Protected files with password
and share the encrypted files with others. When other users receive the files, they can decrypt the files with
entering correct password.

P.S. Curtain Client is not needed for the decryption. After the files are successfully decrypted to plaint files,
Curtain will not protect the plaint files anymore.

Steps to grant the right "Encrypt Out (Decrypt Anywhere)™:
1. In Curtain Admin, select a Policy Group and right-click to select "Properties"

2. Click "Copy Options" button, select the first option as below and click OK to confirm.

Copy Options

Allow to copy encrypted files from the Protected Zones to anywhere (the encrypted files can be decrypted anywhere)

Allow copy sensitive documents to anywhere

[ Ok, ] [ Cancel

X2

Allow to copy encrypted files from the Protected Zones to anywhere (the encrypted files can be decrypted in Curtain Protected Zones only)

Steps to share password-encrypted files with others:
1. In Curtain Client, select a protected file and right-click to select "Encrypt to (Decrypt Anywhere)".

2. Set Password and click OK. Then an encrypted file will be copied to destination.

Create new password

Secured e-locker
in waorkstation

Fleaze enter a pazzword to protect vour files,

Mew Pazsword: I

Repeat Paszword; I

(] Cancel
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3. Send the password-encrypted file to others. Since the file is encrypted, the file is safe during
transmission (e.g. USB flash drive or Email).

4. When user receives the file, the user simply double-clicks the file. After user enters correct password, the
file will be decrypted to destination.

Scenario 3 - Save out without encryption:

When some users need to share protected files with external parties frequently or you don't need to
control them to use protected files, then you can allow them to save protected files out of Protected Zone
without encrypting the files. This function should be only granted to authorized users. Please refer to
FAQO00084 or Section 5.2 in the Installation Guide for the setup.

If a user is allowed to Save Anywhere/Send/Copy File to Anywhere, the user can share non-encrypted files
(plaint files) with others. Since the files are not encrypted, users can use the files without Curtain
Protection. The major difference between Save Anywhere/Send/Copy File to Anywhere is that Curtain can
keep log for Send/Copy File to Anywhere. However, there is no log for Save Anywhere.

Curtain e-locker

Save As (In Protected Zones)
Save Anywhere

Send

Print

Watermark for Printouts
Snapshot for Printouts

Print Screen

Copy Content to Anywhere

e T T W T

Copy Fie to Anywhere
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6.8 - Audit Trail

Yes, Curtain e-locker has system log. We call it "Audit Trail".

Steps to view Audit Trail:
1. In Curtain Policy Server, launch Curtain Admin.

2. Click "Audit Trail" button in the Toolbar OR select "File >Audit Trail" in the menu. Then "Audit Trail"
window will be shown.

t’;- Curtain e-locker Administrator

File View Clients Policies Language Help

AR ?

r 3
Audit Trail [

Searching Criteria

From: 1 9f2008 [EF~ AR E]

To: 10/ 9/2008 [E~ Workstations: [ ] [ Clear ]
Keywords: Events: E]

Search
Files: [7] success entries only

Results

Date/Time |ser Worksta... Ewvent Result  Description =
@2!]08—09-10 14:26:22 kelvinc  kelvin-Vista Launch Success  Launch file [Z:\5ales & Marketing Dept\Proposal él—l
@2!]08—09-08 14:23:32 kelvinc kelvin-Vista Copy Out Success  Copy file [2:'5ales & Marketing Dept\PowerPoint
@2!]08{!9—08 14:23:24 kelvinc kelvin-Vista Copy Out Success  Copy file [2:'5ales & Marketing Dept\PowerPoint
@ 2008-09-08 14:17:59 kelvinc  kelvin-Vista Copy Out Success  Copy file [2:\5ales & Marketing Dept\PowerPoint

@2!]08—09—08 14:17:30 kelvinc kelvin-Vista Local Rename  Success Rename file [2:\5ales & Marketing Dept'\Brochure
@2[][]8—09—08 14:17:20 kelvinc  kelvin-Vista Local Rename  Success Rename file [2:\5ales & Marketing Dept'\Brochure
@2[][]8—09—08 14:17:12 kelvinc  kelvin-Vista Local Rename  Success Rename file [2:\5ales & Marketing Dept'\Brochure
@2[]08—09—08 14:156:39 kelvinc kelvin-Vista Local Copy Success  Copy file [Ci\Usersikelvinc\Desktop\Intergrated_
@2!]08—09—08 14:156:39 kelvinc  kelvin-Vista Local Copy Success  Copy file [Ci\Usersikelvinc\Desktop\Integrated E
@EDB—DQ{IS 11:50:01 kelvinc kelvin-Vista Copy Out Success  Copy file [2:\R&D Dept\Documents\Manual|Micro =
1 | m [ 3

Found 345 record(s)

Coine ] (oot ]
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3. If there is "Snapshot for Printouts”, you can double-click the entry to view the snapshot.

Audit Trail - - L % | I
Database | Print ,
File C:\ProgramData\Curtain\Data\curtain.sdb
—Basic
Searching Criteria Date |2012—U1—1 9
Fom: 19/ Y2012 @~ Users: Time 14:25:13
3
pi 19/ 1/2012 [E~ Workstations: User |ke|.,ﬂ'nc
Kot Events: | | Workstation |ke|u1'n—‘u'ista
Files: * Results: Event | Print
Result |Alluw
Results
Date/Time User Worksta..., Ewent (ot
T T e L T o e s e Application: |C.:‘-.F‘rngram Files\Microsoft Office\OFFIC
-19 1324002 kelving - kelvin-Vista  Launch File: |Micrusuﬁ PowerPoint - Curtain e-locker
@2012—01—19 14:24:40 kelvine  kelvin-Vista Launch _
(3)2012-01-19 14:22:58 kelvinc  kelvin-Vista Print e |3
@2012—01—19 14:22:25 kelvine  kelvin-Vista Launch Printer: |Adnhe POF
@2012—01—19 14:22:06 kelvine  kelvin-Vista Launch
@2012—01—19 13:10:10 kelvinc  kelvin-Vista Copy Qut
(3)2012-01-19 13:10:03 kelvinc  kelvin-Vista Copy Out — Snapshot
@2012—01—19 13:09:56 kelvine  kelvin-Vista Launch Page 1
@2012—01—19 13:09:49 kelvine  kelvin-Vista Launch Page 2
l Ll | Page 3
Found 144 record(s)
| pint.. | | Export.. |
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6.9 - Send Request

If an unauthorized user needs to share a protected document with external parties, the user can submit a
Request for approval. If the request is approved, the system will send the document to requester through
email. Since the document is already out of the Protected Zone and not encrypted, requester can share it
with external parties without the control of e-locker. The whole approval process will be logged in Audit
Trail. This function is called Send Request.

Steps to define Approver Information:
1. In Curtain Admin, select "File > Approver Information”.

l-"__vll:urtain e—locker Adminisztrator

SN View Clientz Folicies Language Help
Hew Policy T 'IF':
Save Policies f % =

Baclup Folicies

iz
ult Foliey

for assig

Client Fatch
I Approver Information I

: ept
Watermarl Information
= Dept
Settings Dept
Managze access

Audit Trail

Exit Curtain e~locker Administrator
A DAles Dept 1)

%% Test Dept (1)

oty Fullaccess (0)

2. Click "Add" button to add approver.

- Enter the approver's name, email, and position.

- For the field of Windows Username, please enter "computer\username" OR "domain\username" (such as,
M32w2k8-PC\Administrator and Curtain\Tester).
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Settings

I Server Information

Port and Web Application Protection

Share Ex_._J..' = I o A B | e Al
Add Apprower

—Approve

Appro

Approver Mame *
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Hetwork Driwes Frotection

Fort Exception

brmrarrar Tnfarmatinan

Itester

Ernail *

Itester @coworkshop, com

Windows Username * (computeriusername OR. domainusername)

ICurEin‘l,tester

Position *

Itester

Remarks

test

o]

w

By

“termarks

I

. . . |

P.S. In order to submit/approve Request, Curtain Client must be installed on approver/requester's

workstation.

x
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1. In Curtain Client, select protected document(s) and right-click to select "Send Request"

# Curtain e-locker Client - Test Dept
File View Application Tool Help

X

\'{r\: \{{} @_ .

@ ?

Location |2:"-L

E--i" Protected Metwark Drives
. @5 share folder (\\M32w2k8) (Y:)
E|§ | My Computer

Lﬂ Protected Directory

B Floppy Disk Drive (A:)

w1, Local Disk (C:)

Bl-cL) DVD Drive (D:)

ﬁ CD Drrive (E:)

P.S.
- selecting folder is not supported.

Mame Size _T
#7123.doc 20KE
E123.xs KB M
,_', Driverlnstall.log.2010-05-29 220144 -2868 bt 12KB T
|| Driverlnstall.log.2010-05-29 220144-2869 ¢ 12KB T
;-Fé test excelaxds 2KB M
|| test notep Open 12 7T
55D 124KB §
@?{%.SLD Encrypt to (Decrypt in Client only) 124 KB 5

Zip...

Zip to test excelxls.zip
Cut

Copy

Send Request

Rename
Delete

Search...

Refrezh

Properties

- multiple files are supported (using Ctrl to select more than 1 file).
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2. Enter reason and select an approver.

Send Reguest u

Request Files

C:\ProtDir\JANT \test excel, xdsx

S

Requester =

I jant shen

Email of Requester *
Ijants @coworkshop, com

Request Reason

Please approval. -

Select Approver *

Approver M., | Email | Windows U... | Position | Rem

testeri@co. .. Win732en-... tester

3. After filling out the form, click "OK".

Then, a draft email will be created by using your default Mail client. Currently, we support Microsoft Office

Outlook, Outlook Express, and Windows Mail. An attachment named "SendFile.curtain2" will be

automatically attached to the draft email. User can simply click "Send" button to submit the request to the

selected approver.

F.e queszter:
jant shen

Eequest Files:
C:sProtDiri JANTYtest excel.xlax

Eequest Reazon:

Fleaze approwval.

endFile. curtaini
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1. When approver receives the email, there is an attachment named "SendFile.curtain2". Approver can
double-click this attachment. Then, a dialog box will be shown with requester information and the reason
why he/she needs to get the file(s). The approve can decide to approve/reject the request.

ra

g Approval of sending file

===

Request Information -

Approver :ie ster (tester@coworkshop.com)
Requester |jant shen (jants@coworkshop.com)
Request Time 12014/06M1 104711

I Reguest Reason

i E
i o
i File List
8 Allow All Ceny All
| File Fath Allow Deny |
Bl |- ! |
]. [test excel xlsx ' (. a
+ [ 3
Comment
S
oK Cancel

t

The system will compare current Windows logon user to check approver's identity. If it is different from the

record, attachment "SendFile.curtain2" cannot be opened.
2. Select Allow or Deny, and write down the comment if any.

3. Click "OK" to confirm.

Then, a draft email will be created by using the default Mail client. If the Request is approved, an
attachment named "Approved.zip" will be automatically attached to the draft email. Approver can simply
click "Send" button to send the result to the requester. Since the document is already out of the Protected
Zone and not encrypted, requester can share it with external parties without the control of e-locker.

L

- Approwed. zip
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6.10 - Watermark for Printouts

If you want to add watermark to printouts, you can use this function. Text (e.g. username or disclaimer) or
Picture (e.g. company logo) can be used for watermark.

Steps to define Watermark:
1. In Curtain Admin, select "File > Watermark Information”.

Settings [Z|

; _FPort and Web Application Protection Fort Exception |
; Settings | Server Information | Hetwork Driwes Protection
Share Exception | Fassword Management | Approver Information | Watermarks

Enable Text Watermarl

Text Watermark

Top 110 '%  Left |1|:| | %
Bottom §1|:| i% Right i1|:| i%
Font color B E] Font size |25 |pt
Font !p.rial vl Font style [Sclid | []Semitransparent
Watermark content Watermark parameter
[DateTime] = [Date time]
Sensitive information = [Computer mame]
Protected by Curtain e-locker [Uzerniame]

User: [UserName] L [Fage]

Host: [HostFame] [Frinter name]
Frinter: [FrinterWame] = [Tob name]

[“]|Enable Ficture fatermarls

Picture Watermark

Ficture |[]

Hote: Fleasze load transparent png picture if wyou want
to print transparent picture watermarl!

Ficture position

1
Horizoental position ill:l |% [Horizontal center

Yertical position {10 |% P lVerveal seentar

Preview

[ 0K ] [ Cancel ] [ Apply

2. When finish your watermark, Click OK to confirm.

Steps to enable Watermark for an application in a Policy Group:
1. In Curtain Admin, select a Policy Group and right-click to select "Properties".
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2.In Applications tab, double-click the application which you want to enable "Watermark for Printouts".

N Default Policy =]
| Settings | System Policy | Applications |
Protected Applications 0
) | “ oot Bl e R Dl T, Sib Dlmmle Dieed 'Ih.l'—.;ll .
Notepad =l
Version Access rights
Available Versions [ Block 5ave As
Motepad & Force Save to Protected Zones
Motepad 5
Block Copy to anywhere
[ Blodk Print
| Watermark for Printouts
[ "] snapshot for Printouts
Blodk Print Screen
Blodk Copy content to anywhere
Block Transfer (Email, internet, etc)
| Clearal | | selectal |
Others
[ Mave Up ] [] Protect First Draft
[ Mowe Down ]
Launch dient process as Inpdimﬁnn Rights ']

[ Ok, _][ Cancel ]

3. Select "Watermark for Printouts" and click OK to confirm.
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Examples of Watermark:
As a result, a watermark will be added when users use that application to print protected documents.

| Watermark.bt - Notepad - (ZCurtain e-lockerfFER) o || & | &=
File Edit Format View Help

Test print| = pint s
General
Select Printer
%Add Printer @A Microsoft XP5 Documen
== Adobe PDF i
=il Fax
1 | 1] h
Status: Ready [] Print to file
Location:
Comment:
Page Range
@ Al Mumber of copies: 1
Selection Curment Page
Pages: | [ callate L
[ Lol Y&
11 22 58
‘ [ Pt [ Camcel || opy
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If "print-to-pdf" is used, watermark will be also added to the newly generated PDF document.

g% ¥atermark. pdf — Adobe Acrobat Pro — (ZECurtain e-lockerBrfFif) B|:||E”E|

File Edit ¥Yiew Window Help

Tol create ~ @U%-|{§}@@E§@E@ R4
AR,

':; 63.7% | = | = Tools | Comment ;| Share

I3 |

B 0 ‘;'I |.I (I.;q
i =
:1: "'lulu.'r U -\,_-) el et]

4k =) fﬂ“ I]’ﬂ* (=0 ""
oo L ] Ry kf,
I =5
Ly b -_J\_Zgjg_.._,;l | o r *] |1 r
fail =:. .f& T | F [
'\!'-P'z'\.\-r ":'.l 3l (7/| "Ixuzl |I amdad!

||_:'_.' i‘ - Il_h__ -I_j-.:—:l\.
e o ) I
I]]' @r. AC0De | .| J
A s
rent page: “|
IE=1R]!8 JJ«::.;\DD

'Q-_,z'ln-;.

) '-|[| e e [ -'q-.ra.f.- d
f::'._\"-':-! .: ::j:-_l 'F L“--' ‘- = :flh*:?[ml" =

=
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6.11 - Snapshot for printouts

By default, Curtain e-locker has a print log for administrators to keep track which documents users printed
out. However, administrators can only guess what kind of information was printed by the filename stated
in the print log. If administrators want to know exactly what contents were printed by users, they can
enable this function - "Snapshot for printouts”. When this function is enabled, the system will take
snapshot for all printout documents and store them in the format of JPG. Administrators can see what
exactly was printed in Audit Trail.

Steps to enable Snapshot for Printouts for an application:
1. In Curtain Admin, select a Policy Group and right-click to select "Properties".

2.In Applications tab, double-click the application which you want to enable "Snapshot for Printouts”.

Default Policy [E2]

| Settings I System F‘uliv.:"_.r| Applications |

Protected Applications 0-
| il st (o P O oSy 1 | P P of, Dol Ded A & |
AutoCAD

Version Access rights
Available Versions [ Block Save As
AutoCAD 2011 @ Force Save to Protected Zones
AutoCAD 2010 S
AutoCAD 2009 [¥] Block Copy to anywhere
AutoCAD 2008
AutoCAD 2007 [T Block Print
AutoCAD 2008 [| watermark for Printouts
AutoCAD 2005
AutoCAD 2004 [¥] snapshot for Printouts
EEEEEE %ga [¥] Blodk Print Screen
s [¥] Block Copy content to anywhere
AutoCAD 2012 ] ad i
AutoCaD 2013 [¥] Block Transfer (Email, internet, etc)
AutoCAD 2014
| Clearal | | selectal |
Others
[ Mowve Up ] [ Protect First Draft
I Mowve Down l
Launch dient process as [Applimtinn Rights ']
[ Ok ] | Cancel ]

3. Select "Snapshot for Printouts" and click OK to confirm.

P.S. When this function is enabled, please be careful about the size of system log.
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6.12 - Create shortcut for protected application

Users can launch Curtain e-locker protected application by using the menu in Curtain Client. Users can also
create shortcut for launching a protected application. Please refer to the steps below.

Steps to create shortcut for protected application :
1. In Curtain Client, select "Tool > Create Shortcut".

Then, "Create Shortcut” dialog box will be shown as below.

Create Shortcut -

This wizard helps you to create shortout to secure applications.

Application: | Browse
Location : | Bronisc

Mame: |

Command Line: |

Cancel
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2. Use "Browse" button to select application for which you want to create shortcut. And then, click OK to

confirm.

Application:

Secure Applications

Select target of the Shortout.

Microsoft ~

5
Microsoft Access
Microsoft Excel
Microsoft Office Convert
Microsoft Office Docume
Microsoft Office Picture b
Microsoft OneMote
Microsoft PowerPoint
Microsoft Word

Microsoft Windows

Others

PDF Tools W

s

P.S. the selected application must be already installed on the workstation.

3. Use "Browse" button to select the location of shortcut. And then, click OK to confirm.

4. Click "Create" button to create the shortcut.

5. Done.
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6.13 - Local Encrypted Drive

By default, Local Protected Directory is not encrypted when it is created after installation of Curtain Client.
Administrators can enable the function of Local Encrypted Drive to encrypt Local Protected Directory in
order to enhance the security. Once Local Encrypted Drive is applied to a workstation, it cannot be
rolled-back to non-encrypted local protected directory.

Actually Local Encrypted Drive is a virtual drive. The drive is stored as an encrypted file when the client
computer is power off. When the computer startup, the encrypted file will be mounted as a virtual drive.
Users can access data stored in the virtual drive normally. Since all the data in the virtual drive is stored as
an encrypted file when computer is off, the data is well protected even the computer is lost or stolen. The
size of the Local Encrypted Drive will be equal to the size of the encrypted file. Therefore, please make sure
that the location for storing the encrypted file has enough free space for the encrypted file. That is the
mechanism of Local Encrypted Drive.

Steps to enable Local Encrypted Drive (in Curtain Admin):
1.In Curtain Admin, select "File > Settings".

2.In Local Encrypted Drive tab, check "Enable Local Encrypted Drive" as below.
Currently Curtain e-locker supports three well-known encryption tools for encrypting the local protected
directory, namely VeraCrypt, BitLocker and TrueCrypt. You can select one of them.

Settings b4

Port and Web Application Protection  Port Exception  Share Exception  Password Management
Settings Server Information Network Drives Protection
Approver Information ~ Watermarks ~ LDAF Printer Information ~ Local Encrypted Drive

Local Encrypted Drive

You can enable Local Encrypted Drive, to ensure that local sensitive data is well
protected by encryption. After enabling Local Encrypted Drive, administrators need to
create encrypted drives for Curtain Clients{File==Local Encrypted Drive Settings).
When creating encrypted drive, data stored in existing Local Protected Directory will be
permanently deleted and a new Local Encrypted Drive will be created. Please backup
data before proceed.

Once this function is enabled, it cannot be rolled back.

Encrypted Type

VeraCrypt BitLocker TrueCrypt

3. Click OK to confirm (Once you click OK to confirm, you cannot disable Local Encrypted Drive).
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4. After Local Encrypted Drive is enabled, "Local Encrypted Drive Settings" will display in file menu. Also,
"Client - Protected Area" view will be shown in left panel.

"Local Encrypted Drive Settings" in file menu

Mew Policy
Save Polices
Backup Policies

&' Curtain e-locker Administrator
File Wew Clients Polides Language Help

Client Patch
Approver Information
Watermark Information

Settings

e
I Local Encrypted Drive Settings

Audit Trail

Exit Curtain edocker Administrator

SR ?

| Client Name | Policies | Domain | status | Build Number | Last Online Date
?harry—PC Default Policy  shenzhen.coworkshop.com  Mormal 3272.15 2010-06-08 21:02: 11

-4 Polices (2)
-4 Default Palicy (1)

‘%l Wait for assignment (0)

=@ Client - Protected Area

...... A Local Encrypted Drive (0)

------ 2 Local Protected Directory (2

a | 3]

[ o [
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"Client - Protected Area" view in left panel

"Client - Protected Area" includes two types of clients.

Local Protected Directory - list out all Curtain Clients which are using default local protected directory. It
means data in local protected directory is NOT encrypted.

Local Encrypted Drive - list out all Curtain Clients which are using local encrypted drive. It means local
protected data is stored in an encrypted drive.

After enabling Local Encrypted Drive, administrators can search clients and create the encrypted drive for
them. Please refer to steps below.

Steps to search clients and create default Local Encrypted Drive for them (in Curtain Admin):
1. In Curtain Admin, select "File > Local Encrypted Drive Settings".

Then, Local Encrypted Drive Settings dialog box will be shown as below. Administrators can search clients
by specific criteria and apply suitable settings to those clients for creating Local Encrypted Drive. For
example, you can find out clients which have more than 10GB free space in local drive and then create
Local Encrypted Drive with 1GB size for those clients.
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&'8 Curtain e-locker Administrator [
File WView Clients Polides Language Help
FESEY TR
El}j Client ient Mame | Policies Domain | Status | Build Mum Last Online Date Metwork Driver |
-~ Online (2) "% testerPC Default Policy Mormal 3272.19 2010-06-08 21:34:12 3272
= offline (0)
53 Mot Protected (11)
-4 Policies (2)
-4 Default Policy (1)
‘%l Wait for assignment (1)
=-#& Client - Protected Area
-3 Local Protected Directory (2
- Local Encrypted Drive (0)
al jpag Kl |
NUM |
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Local Encrypted Drive Settings
Search Criteria
Frotected Type: () Local Protected Directory (@) Local Encrypted Drive
Client Name: | | Operate System: |
Search
Local Drive; | | Local Encrypted Drive All w
Local Drive Total Space: | | MB-~ |MB Lecal Drive Free Space: Have not got seltings Clear
. Have got settings
: Create failed
Local Encrypted Drive Total | ] MEB~ |p.-'|3 Local Encrypted Drive Free Create success
. Mount failed
Mount success
To be delete
Delete failed
Client List Delete success
Client Name Local Drive  Local Drive Space Local Encrypted Drive Space Local Encrypted Drive Status O
< >
Tips: Double dick on the client item to view more details, induding more local drive and encrypted drive information. Search result:0
create Default Encrypted Drive... Create Extend Encrypted Drive...| Delete Extend Encrypted Drive... Encryption Password... Close

The following is detailed description of each search criteria:
e  Protected Type: Local Protected Directory or Local Encrypted Drive

Client Name: Computer name of the client (support fuzzy search)

Operating System: Enter the operating system keywords, such as Vista

Local Drive: Search for clients which have specific local drive letter

Local Drive Total Space: Search for clients which have specified range of total disk space of local

drive

e Local Drive Free Space: Search for clients which have specified range of free disk space of local
drive

e  Local Encrypted Drive Total Space: Search for clients which have specified range of total disk
space of local encrypted drive

e  Local Encrypted Drive Free Space: Search for clients which have specified range of free disk
space of local encrypted drive
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e  Local Encrypted Drive Status: Status of local encrypted drive, including:
o  "All": all status
e  "Have not got settings": clients have not received the settings about creating local
encrypted drive from Curtain Admin
e  "Have got settings"™ clients have received the settings about creating local encrypted drive
from Curtain Admin

e  "Create failed™: clients failed to create local encrypted drive

e  "Create success": clients created local encrypted drive successfully

e "Mount failed": clients failed to mount local encrypted drive

e  "Mounted success": clients mounted local encrypted drive successfully

e "To be delete™: administrator has submitted request to delete local encrypted drive (only for
extend encrypted drive)

o  "Delete failed": clients failed to delete local encrypted drive (only for extend encrypted drive)

e  "Delete success": clients deleted local encrypted drive successfully (only for extend
encrypted drive)

2. Click "Encryption Password..." to set password for encryption.
Before you can configure encrypted drive for clients, you must set a password for the encryption.

Once encryption password is set,it can't be modify.

Password: I e

Confirm Password;: I e

Impart... | 0K | Cancel |

3. Enter password and click OK to confirm.
After click "OK", the system will ask you to back up the password file. Please keep the password file
carefully.

Now, you can find out clients and apply suitable settings to those clients for creating Local Encrypted Drive
(described above). For example, you can select Local Protected Directory to search for clients that have not
adopted local encrypted drive. Or, you can select Local Encrypted Drive to search for clients that have
created local encrypted drive.

4. Select "Local Protected Directory" and click Search button.

The system will list out all clients which have not adopted Local Encrypted Drive (still using default Local
Protected Directory).
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Local Encrypted Drive Settings

—Search Criteria 1
Protected Type: {* Local Protected Directory ™ Local Encrypted Drive y)
Client Mame: Operate System: I -
Local Drive: I _l Local Encrypted Drive I,-!-,ll j
Local Drive Total Space: | MBr | MB Local Drive Free Space: | MB~| MB
Local Encrypted Drive Total I MB r I ME Local Encrypted Drive Free I MBml ME

1

Tips: Double dick on the dient item to view maore details, induding more local drive and encrypted drive information, Search result;
4

Create Default Encrypted Drive. I Create Extend Encrypted Drive, I nelete Extend Encrvpted Drive.. | | Export Emcryption Password...

5. Select clients and click "Create Default Encrypted Drive..." (use Ctrl button for multiple selection)

The system will alert you to backup data stored in Local Protected Directory before upgrading to Local
Encrypted Drive.

Curtain e-locker Administrator

When creating Local Encrypted Drive, data stored in existing
Local Protected Directory will be permanently deleted. Please
backup data before proceed. Do you want to continue?

Yes Mo
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6. Click Yes to proceed, when you have already backup your data in local protected directory.
Then, "Create Default Encrypted Drive" dialog box will prompt as below. You can define suitable settings
for creating Local Encrypted Drive for the selected clients.

Create Default Encrypted Drive x|
—Encrypted Drive

Size of Default Encrypted Drive (GB): I 1

Default mapping drive letter(A-Z): IF: j

The default drive letter of the file storage IC: j

location:

Mapped drive letter is occupied when ¥ automatically select a free drive letter

processing:
i Stop processing and report errors

Disk space is not enough when processing: % Automatically matches a encrypted drive that not less than 1GB
i Stop processing and report errors

carcl_|

Settings in "Create Default Encrypted Drive" dialog box:
e  Size of Default Encrypted Drive (GB): size of the local encrypted drive you want to create
e  Default mapping drive letter (A-Z): default drive letter for mapping the local encrypted drive
e  The default drive letter of the file storage location: default drive location for storing the
encrypted file of Local Encrypted Drive. Please make sure that the local drive has enough free
space for storing the encrypted file.
e  Mapped drive letter is occupied when processing: specify the way how to proceed if the Default
mapping drive letter is occupied on the client computer
e Automatically select a free drive letter: the system will automatically mount the local
encrypted drive by using a free drive letter
e  Stop processing and report errors: the system will stop to proceed and report error to
Curtain Admin
e  Disk space is not enough when processing: specify the way how to proceed if the Default Drive
for storing the encrypted file has not enough disk space
e Automatically matches a drive that not less than 1GB: the system will automatically create a
1GB local encrypted drive (instead of the Size specified)
e  Stop processing and report errors: the system will stop to proceed and report error to
Curtain Admin

7. Click "OK" to confirm after finishing the settings.

Next time when the Curtain Client opens, the system will prompt the user to create the Local Encrypted
Drive.

It is just an example for reference:

Size of Default Encrypted Drive (GB): 10

Default mapping drive letter (A-Z): F:

The default drive letter of the file storage location: C:

Mapped drive letter is occupied when processing: Automatically select a free drive letter

Disk space is not enough when processing: Automatically matches a drive that not less than 1GB
This example means to create a 10GB size Local Encrypted Drive and mount with F: drive letter. When
client computer is off, the encrypted file is stored in C: drive. If C: drive in client computer has no 10GB free
space, the system will automatically create a 1GB local encrypted drive. If F: drive letter is occupied, the
system will use another available drive letter.

8. Double click a client in "Local Encrypted Drive settings" dialog box, to view detailed information.

This picture shows that Local Encrypted Drive has been created successfully for the client.
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Client Details

—Client Information

Client Mame: TESTER-PC

~Local Drive Information
Drive Letter | Drive Total Space | Drive Free Space |
C: 59.8GB 35.1GB

—Local Encrypted Drive Information

Type | The actual drive size | Current status | Failure cause | Size of settings | When drive size overflow | When no fre
De... 1.0GE Mount success 1.0GE Automatically matches...  Automaticall

4| | i

ne conhiguration of the Failed status encryphed

Steps to finish the creation of Local Encrypted Drive in Curtain Client:
1. Next time when the selected clients open Curtain Client, the system will prompt the users to create Local
Encrypted Drive.

Curtain e-locker

|@ Curtain admin have config current computer use the strengthen
. encryption drive, enable now?

2. Click Yes to create Local Encrypted Drive, or click No to create the drive later.

After clicking Yes, the Local Encrypted Drive will be created in client after rebooting the computer. Please
remember to backup data in local protected directory if needed.
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3. Open Curtain Client after rebooting the computer. Then, the system will prompt the user as below.

[

Curtain e-locker

r[x Have not create the default encrypted drive

4 Click OK to proceed. Then, the system will create the Local Encrypted Drive immediately.

# Create Local Encrypted Drive

There are push settings have not processed, Mow creating the encrypted drive, Please wait. ..

Create extend Encrypted drive F:
Creating...
Speed

Current Progress

23.7 MB/js
43.65%

Total Progress
I |

43.65%

5. Done. Here is the interface of Curtain Client after creating Local Encrypted Drive.

F

¥ Curtain e-locker Client - Default Policy
File View Application Tool Help

Location |My ComputeriLocal Encrypted Drive\F:\TESTER

=78 My Computer
=< Local Encrypted Drive

=-5# Default (F:)

L

. @l Public (F:\Public)

- Extend (G:)
i-fg Local Additional Protected Directory
|- Floppy Disk Drive (4:)
-y Local Disk (C:)
-y DVD Drive (I%)

| O O O |

In Curtain Client, "Local Encrypted Drive" is shown under My Computer.
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The first Local Encrypted Drive created must be Default local encrypted drive. Administrators can create
Extend Local Encrypted Drive for clients as additional encrypted drive. Under local encrypted drive, you can
see there are two folders, namely Personal and Public. The Personal folder is for the current login user only,
while the Public folder can be used by other users. So, you can use Personal folder for storing your private
documents and use Public folder for sharing documents in the client.

If you have Additional Protected Directory before upgrading to Local Encrypted Drive, the additional
protected directory will be still there. Local Encrypted Drive is not applicable to additional protected
directory.

In the example stated above, Drive F: is the Default local encrypted drive, while Drive G: is the Extend local
encrypted drive. Users can only access files in Protected Zone (including local encrypted drive) under
Curtain e-locker environment, such as Curtain Client or protected application (e.g. Word application having
Curtain icon at top right corner). If users try to access local encrypted drive directly in Windows Explorer, it
is prohibited.

ol

=5 Libraries c__::iv"" Local Disk (G2
3 Documents
J”-' Music
= Pictures

B videos

F [~ - b I m 1 Lol i L%

Location is not available @
)

_ Access is denied,
1M Computer

0

Steps to handle clients which failed to create/mount Local Encrypted Drive (in Curtain Admin):

Some clients may fail to create/mount the Local Encrypted Drive, due to many reasons, such as insufficient
disk space for storing the encrypted file, or assigned drive letter is occupied. Then, administrators can find
out all these clients and fine-tune the settings for creating local encrypted drive again.
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1.In Curtain Admin, select "File > Local Encrypted Drive Settings".

Local Encrypted Drive Settings
Search Criteria
Frotected Type: () Local Protected Directory (@) Local Encrypted Drive
Client Name: | | Operate System: | |
Search
Local Drive; | | Local Encrypted Drive All w
Local Drive Total Space: | | MEB~ | |MB Local Drive Free Space: Have not got settings Clear
L Have got settings
Create failed
Local Encrypted Drive Total | | MB- |MB Local Encrypted Drive Free Create success
Mount failed
Mount success
To be delete
Delete failed
Client List Delete success
Client Name Local Drive  Local Drive Space Local Encrypted Drive Space Local Encrypted Drive Status O
< >
Tips: Double dick on the client item to view more details, induding more local drive and encrypted drive information. Search result:0
create Default Encrypted Drive... Create Extend Encrypted Drive...| Delete Extend Encrypted Drive... Encryption Password... _ Close

2. Select "Local Encrypted Drive" for Protected Type.
3. Select "Mount failed" or "Create failed" for Local Encrypted Drive Status.
4. Click Search to find out all clients which failed to mount/create Local Encrypted Drive.

5. Double-click a client to open Client Details dialog box.
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6. Click the button as picture below, to change settings of Local Encrypted Drive.

x|
— i TeEmrmm e
Create Extend Encrypted Drive : x|
—Encrypted Drive
Size of Default Encrypted Drive (GB): I 1
Default mapping drive letter(A-Z): IF: j
The default drive letter of the file storage I_ vI
location:
Mapped drive letter is occupied when ¥ automatically select a free drive letter
processing:
i Stop processing and report errors
Disk space is not enough when processing: % Automatically matches a encrypted drive that not less than 1GB
i Stop processing and report errors
oK I Cancel |
Ext... 1.0GE Create faled  Theremai... 1.0GE Automatically matches...  AutomatZ
4 | 3

e configuration of the failed status encr?ptedl

Close |

7. Click "OK" to confirm after finishing the settings.
Next time when the Curtain Client opens, the system will prompt the user to create the Local Encrypted

Drive again.

Steps to search clients and create Extend Local Encrypted Drive for them (in Curtain Admin):
Administrators may need to create Extend Local Encrypted Drive, due to many reasons, such as default
local encrypted drive is almost full. Then, administrators can create extend local encrypted drive for those
clients.

1.In Curtain Admin, select "File > Local Encrypted Drive Settings".

Then, Local Encrypted Drive Settings dialog box will be shown as below. Administrators can search clients
by specific criteria and apply suitable settings to those clients for creating Extend Local Encrypted Drive.
For example, you can find out clients which have less than 500MB free space in Local Encrypted Drive.

2. Enter criteria and click Search button.

3. Select clients and click "Create Extend Encrypted Drive..." (use Ctrl button for multiple selection)
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The steps of creating extend local encrypted drive is quite similar to the steps of creating default local
encrypted drive. You may refer to the procedures of creating default local encrypted drive.

Local Encrypted Drive Settings

—Search Criteria

Protected Type: " Local Protected Directory % Local Encrypted Drive
Client Mame: I Operate System: I SI
Local Drive: I _l Local Encrypted Drive I.ﬁ.]l j —
Local Drive Total Space: I MEB I ME Local Drive Free Space: I MBn-I ME _t
Local Encrypted Drive Total I MEB I ME Local Encrypted Drive Free I MBn-—I MEB

— Client List

1

Tips: Double dick on the dient item to view maore details, induding more local drive and encrypted drive information, Search result;

Zreate Default Encrypted Drive, .| [Ereate Extend Encrypted Drive..

Jelete Extend Encrypted Drive...

Export Encryption Password...

Steps to review audit log for Local Encrypted Drive (in Curtain Admin):
All the activities of Local Encrypted Drive (e.g. create/mount default local encrypted drive, remove extend
local encrypted drive, and etc) will be logged for audit trail purpose.

1. In Curtain Admin, select "File > Audit Trail".

2. Enter criteria and click Search.
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Here is an example.

—Database
File I C:\ProgramData\Curtain\Data\curtain. sdb |
—Searching Criteria
From: I 6/ 92010 v Users: |
To: I &/ 9/2010 vI Workstations: I
Keywords: I Events I
Files: I Results: I
~Results
Diate/Time | user | workst... | Event | Result | Description
@2010—06—09 00:30:29 TESTER testerPC  Mount encrypted drive Success  Mount [Extend] encrypte
@2010—06—09 00:30:28 TESTER testerPC  Create encrypted drive Success  Create [Extend] encrypt
@2010—06—09 00:23:55 SYSTEM testerPC  Receive and save encrypted drive settings  Success  Create [Extend] encrypt
() 2010-06-09 00:27:55 tester  tester-PC Launch Success  Launch application [C:\F
@2010—06—09 00:27:50 TESTER testerPC  Mount encrypted drive Success  Mount [Default] encrypte
@2010—06—09 00:27:43 TESTER testerPC  Create encrypted drive Success  Create [Default] encrypt
@2010—06—09 00:23:50 SYSTEM testerPC  Curtain edocker Stopped Success
< | i
Found 7 record(s)
Print... | Export... Close
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6.14 - Set login password for Curtain Admin, Server Plug-in and Client

By default, users do not need to enter password for launching Curtain Admin, Server Plug-in or Client.
Administrators can enable password protection to enhance the security of those programs.

Steps to enable login password for Curtain Admin:
1.In Curtain Admin, select "File > Settings".

2.In Password Management tab, check "Password Protection” under Administrator Password Management
as below. Ifitis the first time to set password for Curtain Admin, a dialog box will be shown for entering
new password. Otherwise, the last password will be used.

Settings b4

Approver Information Watermarks LDAP Printer Information  Local Encrypted Drive
Settings Server Information Network Drives Protection
Port and Web Application Protection  Port Exception  Share Exception  Password Management

Client Password Management
Lagin Password

(®) No Password

(") By Client
Custom Password

USE Token

Uninstall Password

[ ] Password Pratection

Administrator Password Management

[|Password Protection;

Reset Password

Server Plug-in Password Management

(®) No Password
() By Server Plug-in
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3. Enter password and click "OK" to confirm.

Create new password

Secured e-locker
in waorkstation

Please enter a new password,

Mew Password: I

Repeat Password: I

Password must be 6-16 characters
(case sensitive and space is not

allowed),

oK Cancel

4. Done. Next time administrators have to enter correct password when they open Curtain Admin.

Steps to enable login password for Curtain Server Plug-in:
1. In Curtain Admin, select "File > Settings".

2.In Password Management tab, select "By Server Plug-in" and click "OK" to confirm.
If it is the first time to set password for a Curtain Server Plug-in, a dialog box will be shown for entering new
password next time when launching Curtain Server Plug-in. Otherwise, the last password will be used.

Steps to enable login password for Curtain Client:
1. In Curtain Admin, select "File > Settings".

2.In Password Management tab, select "By Client". There are two options under "By Client".

Custom Password - Users will be asked to enter new password next time when launching Curtain Client.
USB Token - Users will be asked to insert USB Token with digital certificate next time when launching
Curtain Client.

3. Click "OK" to confirm.
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4. If both "Custom Password" and "USB Token" are selected, users can decide to set password or use token
for signing in Curtain Client.

Select Authentication Method

Secured e-locker
in workstation

Flease sslect the authentication method.

(@ Custom Password

(" USB Token

Cancel

6.15 - Change or reset login password for Curtain Admin, Server Plug-in and
Client

If administrators have enabled password protection for Curtain Admin, Server Plug-in or Client, users must
enter password for launching corresponding program. If users want to change or reset the password,
please refer the procedures stated below.

Steps to change or reset password for Curtain Admin/Server Plug-in/Client:
1. Click "Change password" when you are asked to enter password for launching Curtain Admin, Server
Plug-in or Client.

Login

Secured e-locker
in workstation

Domain/Computer: | MARSC sz coworcshop .com |

Password: | |

Change password
Forget password

oK || Cancel
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Then, "Set Password" dialog box will be shown as below.

Set Password e
Secured e-locker
in workstation
0ld Fassword:
Forget password

Mew Password:
Repeat

oK Cancel

2. Enter Old Password and New Password.

3. Click OK to confirm.

4.1f you do not remember the password, please contact administrators. Administrators can click "Forget
password" and use Authorization String to reset the password for you.

Enter Authorization String b4

Please Enter Authorzation String:

oK Cancel
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7 - Ongoing Maintenance

7.1 - Patch Management

Administrators can download the latest patches from our website and apply the patches in Curtain Admin.
Then all the Curtain Clients will be updated accordingly. There is no need to apply patches to users'
workstations one by one.

Procedures of applying patch:
1. Download appropriate patch from our website. When a build is released, five patches will be provided
by us. Here is an example (e.g. build number is 3273.04):
e  CurtainFullPatch_Win32(327304).zip - for Curtain Admin which is running on 32-bit OS
e  CurtainFullPatch_X64(327304).zip - for Curtain Admin which is running on 64-bit OS
e  CurtainAdminPatch_Win32(327304).zip - If you want to apply the patch only to Curtain Admin or
Curtain Server Plug-in, you can run this patch. Curtain Clients will not be updated
e CurtainAdminPatch_X64(327304).zip - If you want to apply the patch only to Curtain Admin or
Curtain Server Plug-in, you can run this patch. Curtain Clients will not be updated
e  CurtainClientPatch(327304).zip - If you want to apply the patch to particular Curtain Clients, you
can run the patch directly on client-side

2. Unzip the patch.
3. Run the CurtainFullPatch_Win32.exe or CurtainFullPatch_X64.exe on Curtain Policy server (the machine
which hosts Curtain Admin). Then all Curtain Clients will be updated when they connect to Curtain Admin

next time.

4. Run the CurtainAdminPatch_Win32.exe or CurtainAdminPatch_X64.exe to update other Curtain Server
Plug-ins, if needed.

View all installed patches in Curtain Admin:
- Click "Update Patch" button or select "File > Client Patch" in Curtain Admin

I':f Curtain e-locker Administrator
File View Clients Policies Language Help

I €A A

Client Patches ===

G~

Installed Patches

Version

3.8.3204.0
3.8.3203.4
3.8.3203.2
3.8.3263.1
3.8.3263.0
3.8.3200.0

Mew Patch... ] lPatch filter == QK ] I Cancel
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7.2 - Migrate Curtain Admin to a new machine

There are 2 scenarios:
(1) Migrate Curtain Admin to a new machine : Using the same hostname and IP address
(2) Migrate Curtain Admin to a new machine : Using different hostname and IP address

Preparation:

1. Backup policies from existing Curtain Admin, please copy folder and files stated below.
e  C:\Program Files\Coworkshop\Curtain 3\bin\Config
e  C\Program Files\Coworkshop\Curtain 3\bin\ServerStore.dat
e  C:\Program Files\Coworkshop\Curtain 3\bin\ServerStore.enx

2. Backup Audit Trail files from existing Curtain Admin, please copy files stated below.
e  C\Program Files\Coworkshop\Curtain 3\bin\Curtain.mdb (it exists in old versions)
e  Backup the whole "Curtain" folder
e  for Windows 2000 / XP / 2003, this folder should be under C:\Documents and Settings\All
Users\Application Data
e for Windows 2008 / 2010 / Vista / Win7 / Win8 / Win10, this folder should be under
C:\ProgramData

For scenario 1 - Migrate Curtain Admin to a new machine : Using the same hostname and IP address:
Here are migration steps:

1. Shutdown existing Curtain Policy server (i.e. the machine which hosts Curtain Admin) or simply
disconnect it from the network.

2. Install a new machine with the same hostname and IP address of the existing Curtain Policy server.

3. Install Curtain Admin on the new machine (For detail information, please refer to related documents).
4. Activate the license of Curtain e-locker (For detail information, please refer to related documents).

5. Copy Policies and Audit Trail (the folder and files backup in Preparation) to the new machine.

- In Computer Management, Stop "Curtain e-locker Server" service.
- Restore the folder and files to the new machine.

File Action View Help

| 2EEBc=HE v/auwn

o

- In Computer Management, Start "Curtain e-locker Server” service.

A Computer Management (Local . Servic Stop Service I

4 '[[’,_!; Systemn Tools

> (D) Task Scheduler Curtain e-locker Server MName ’

i+ | Shared Folders Stop the service

i &% Local Users and Groups|| Restart the service

- @ Reliability and Performz
i Device Manager

4 23 Storage

S DCOM Server Process Launcher
S Dell Wireless WLAN Tray Service

*, DFS Replication

=% Disk Management 5 DHCP Client
4 T Services and Applications % Magnostic Policy Service
% Diagnostic Service Host
i WMI Control 5 Diagnostic System Host

6. Since the hostname and IP address of the new machine are the same as that of old Curtain Policy server,
all Curtain Clients will automatically connect to the new Curtain Admin.

7. Done
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For scenario 2 - Migrate Curtain Admin to a new machine : Using different hostname and IP address:
Here are migration steps:
1. Install a new machine with different hostname and IP address.

2. Install Curtain Admin on the new machine (For detail information, please refer to related documents).

3. Activate the license of Curtain e-locker on the new machine (For detail information, please refer to
related documents).

4. Copy Policies and Audit Trail (the folder and files backup in Preparation) to the new machine.
- In Computer Management, Stop "Curtain e-locker Server" service.

- Restore the folder and files to the new machine.

- In Computer Management, Start "Curtain e-locker Server” service.

5.In the existing Curtain Admin, select "File > Settings” in the menu. Then, "Settings" window will be
shown.

r = |
Settings Lﬂ_:‘-J [
| Port and Web Application Protection | Password Management
Settings | Server Information I MNetwork Drives Protection
Authorization
Authorization String FEEEEEER R R R R AR AR R R R RN R R RN R RR R
Mew Central Administrator MewAdmin

6. Enter hostname or IP address of the new machine in "New Central Administrator", and Click OK.

When Curtain Clients connect to the existing Curtain Admin, they will be notified that there is a new Curtain
Admin. Status of these Curtain Clients will change to "Detached". When status of all Curtain Clients change
to "Detached"”, administrators can switch off (or uninstall) the old Curtain Admin. All Curtain Clients are
managed by the new Curtain Admin.

its Policies Language Help

EY T

Client Mame Policies Domain Status Build Mumber

¥ Monica  Default Policy shenzhen... | Detached | 3265.26

7. Done

P.S. You should use the same Authorization String in the new Curtain Admin.
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7.3 - Backup and restore Curtain Admin policies and audit log manually

Backup Policies & Audit Trail:

1. Backup Policies from existing Curtain Admin, please copy folder and files stated below.
e  C:\Program Files\Coworkshop\Curtain 3\bin\Config
e  C\Program Files\Coworkshop\Curtain 3\bin\ServerStore.dat
e C:\Program Files\Coworkshop\Curtain 3\bin\ServerStore.enx

2. Backup Audit Trail files from existing Curtain Admin, please copy files stated below.
e  C:\Program Files\Coworkshop\Curtain 3\bin\Curtain.mdb (it exists in old versions)
e  Backup the whole "Curtain" folder
e  for Windows 2000 / XP / 2003, this folder should be under C:\Documents and Settings\All
Users\Application Data
e for Windows 2008 / 2010 / Vista / Win7 / Win8 / Win10, this folder should be under
C:\ProgramData

Restore Policies & Audit Trail:
- In Computer Management, Stop "Curtain e-locker Server" service.
- Restore the folder and files.
- In Computer Management, Start "Curtain e-locker Server" service.

File Action View Help

&= | ?[EE = HE vimin wp

'g Computer Management (Local Sg -Smricé Stop Service !

4 '[fé Systemn Tools

b () Task Scheduler Curtain e-locker Server MName ’
[> @ Event Viewer

Stop the service . DCOM Server Process Launcher

fa'¢ Services and Applications % Diagnostic Policy Service

*; Diagnostic Service Host

i WML Control

*; Diagnostic System Host
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7.4 - Backup Curtain Admin policies automatically

Curtain Admin will backup your control policies automatically. In case, the policies are corrupted
accidentally (e.g. abnormal shutdown), you can restore the policies manually.

Control Policies are stored in folder and files as below.
e  C:\Program Files\Coworkshop\Curtain 3\bin\Config
e  C\Program Files\Coworkshop\Curtain 3\bin\ServerStore.dat
e C:\Program Files\Coworkshop\Curtain 3\bin\ServerStore.enx

You can find some duplicate folders and files as below. You can use "Date modified" to find out which
folder and files you want to restore.

K5.J5 | <« ProgramFiles » Coworkshop » Curtzin3 » Bin » - Search Bin

File Edit WView Tools Help

Organize « Include in library = Share with = Bumn MNew folder 3ET
% Favorites *  Name : Date modified T
P Desktop | L. Confi 2014/8/29 15:08 Fi
4 Downloads 1 Config2029 2014/12/3 0:00 Fi
4 Recent Places 4. Config2030 2014/11/5 8:58 Fi
L. Creative Cloud Files 5 & Config2031 2014/11/6 8:55 Fi
4. Config2034 2014/12/8 8:55 Fi
4 Libraries L. Config2035 2014/12/9 8:55 Fi
|;E] Documents & Config2036 2014,/12/10 8:51 Fi
a! Music | | & Config2037 2004711712 9:07 Fi
Pictures P 4 Config2038 2014/11/13 8:57 Fi
B videos

4. Config2044 2014/11/19 8:55 Fi

Bl =rmaosamee—

£

| | « Program Files » Coworkshop » Curtzin3 » Bin » __ - |4

File Edit WYiew Tools Help

Organize « Include in library = Share with = Bumn MNew folder Hz
W Favorites |". MName ; Date modified Ty
Bl Desktop ' £ Patchxml 2013/10/28 11:50 Xl
u. Dewnloads ServerStore.dat 2014/121215:27 D
| Recent Places || ServerStore.dat2029 2014/12/3 18:15 D.
hi‘ Creative Cloud Files '= || ServerStore.dat2030 2014/12/4 10052 D
| | L ServerStore.dat2031 2014/12/5 18:07 D/

i) Libraries || ServerStore.dat2034 2014/12/8 18:10 D
|| Documents __ ServerStore.dat2035 2014/12/9 18:20 D.
&' Music __] ServerStore.dat2036 2014/12/10 18:07 Dy
& Pictures — __ ServerStore.dat2037 2014/12/11 19:11 D,
B2 Videos __ ServerStore.dat2038 2014/12/12 15:22 D;
i =Reans || ServerStore.dat2044 2014/11/19 18:01 D;
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S

'i—" "' ! . <« Program Files » » Curtzin3 » Bin » _— 741.

File Edit View Tools Help

Organize = Include in library = Share with « Bum MNew folder ==
¢ Favories - Dwerodfied [T
Bl Desktop 2014/12121527
4 Downloads || ServerStore.enxbak2029 2014/12/318:15 B,
1l Recent Places || ServerStore.enx.bak2030 2014/12/410:52 B
4 Creative Cloud Files ‘= | ServerStore.enx.bak2031 2014/12/5 18:07 B.
__| ServerStore.enx.bak2034 2014/12/8 18:10 B

il Libraries || ServerStore.enx.bak2035 2014/12/9 18:20 B
5| Documents _ | ServerStore.enx.bak2036 2014/12/10 18:07 B
@' Music . | | ServerStore.emubak2037 2014/12/11 19:11 B
=] Pictures | serverStore.enxbak2038 2014/12/1215:22 B
B Videos || ServerStore.enx.bak2044 2014/11/19 18:01 B

™l =moramee—

Restore Policies:

- In Computer Management, Stop "Curtain e-locker Server" service.

- Rename to restore the "Config" folder, "ServerStore.dat" and "ServerStore.enx" file.
- In Computer Management, Start "Curtain e-locker Server” service.

When you open Curtain Admin again, all the control policies and settings are restored.
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8 - Frequently Asked Questions

8.1 - How to avoid conflict with Antivirus ?

There are many popular antivirus in the market, such as Trend Micro, Kaspersky, Mcafee, 360 Total Security,
Avast, AVG and etc. Some antivirus are compatible with e-locker without any problem. However, some
antivirus need to add e-locker related files and paths to "Trust list" or "Exception list". Below is the list of
file and path:

Path of Curtain drivers and files:
e 32 bit system: C:\Program Files\Coworkshop\Curtain 3\CBin\
e 64 bit system: C:\Program Files\Coworkshop\Curtain 3\CBin\ and C:\Program Files
(x86)\Coworkshop\Curtain 3\CBin\
e  Drivers: C:\windows\system32\drivers
(curtain.sys,CurtainP.sys,CurtainPM.sys,CurtainWfp.sys,CurtainRP.sys,
CurtainPD.sys,CrNetFItW.sys)

If adding path is not allowed in the antivirus, please add EXE files manually:
o  CrClient.exe
CrClientSvc.exe
CrCmd.exe
CrCmdAppMon.exe
CrCmdAW.exe
CrCmdW.exe
CrCryptFormat.exe
CrFileDialog.exe
CrProcMonSvc.exe
CrShellExecProxy.exe
CrUtilSvc.exe
CurtainCB.exe
CurtainParser.exe
CurtainTips.exe
PDMWEClient.exe
searchmonkey.exe

P.S. Include all EXE files under path of C:\Program Files\Coworkshop\Curtain 3\CBin\ and C:\Program Files
(x86)\Coworkshop\Curtain 3\CBin\

8.2 - Use Curtain e-locker to protect NAS through iSCSI

Currently most NAS storage servers are running Linux and they do not allow people to install
program/software on the NAS. That means we cannot install Curtain Server Plug-in on a NAS storage
server, to protect the share folders. Alternatively, we can protect the NAS by mounting it to a Windows
server as local virtual disk through iSCSI. Firstly, you need to create iSCSI LUN (logical unit) on the NAS,
and then use Windows iSCSI Initiator to create a virtual disk on the Windows server. Finally, you can share
the virtual disk and protect it by Curtain e-locker.

P.S. We used Synology DiskStation to demonstrate how to do the setup. The interface and naming will be
different if you are using other NAS servers.
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Steps to create iSCSI LUN (logical unit) on NAS:

1. In my Synology DiskStation, go to DSM (DiskStation Manager), and click "Main Menu > Storage

Manager" as below.

[ svralogy Diskstation - DiskStation | | P =B - o me - Pogew Safety

= - s

Control Panel File Station Backup & Replication =Z2-Internet

T =

Storage Log Canter MyDS Center
Manager

-

Security Advisor Storage Analyzer Support Center

2.In the "Storage Manager" page, select the "iSCSI LUN" item as below. By default, there is no iSCSI LUN in
the DSM system.

2 synolagy DiskStation - DiskStation | | SRS L e
[ |
A ® 2
E p— . —
E?é Storage Manager =
Create

E Qverview
88 ol

oo Volume
[ pisk Group

| [ Hoossso

£ iscs1Lun

@ iscsi Target _ _
There is no ISCSI LUN in your system
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3. Click the "Create" button, it will pop the setup page. As follow figure:

H Storage Manager ?

Create

Eﬂ] Disk Group

[ Hoo/ssp

& iscsI LN

@) iscst Target o - .
There is no iSCSI LUN in your system
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4.1n the "Choose a LUN type", select the "iSCSI LUN(Regular Files)" type, and click the "Next" button. As
follow figure:

Choose a LUN type

@ (SCSILUN (Regular Files)

This type of ISCSI LUN provides flexibility of dynamic capacity management with Thin
Provisioning.

ISCSI LUN (Block-Leveal) - Single LUN on RAID
This type of ISCSI LUN provides the best access performance.

Mame: LUN-1

ISCSI Target mapping: Create a new iSCSI target -
ISCSI LUN (Block-Level) - Multiple LUNsS on RAID

This type of ISCSI LUN is created on a Disk Group and provides flexibility of dynamic
capacity management with optimized access performance.

Mame: LUN-1

ISCSI Target mapping: Create a new iSCSI target b

Mext Cancel
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5. Set up iSCSI LUN properties in this step, we suggest you to set up the "Capacity(GB)" property only, the
capacity room is up to you. If you have already set up, click the "Next" button. As follow figure:

Set up ISCSI LUN Properties

Name: LUN-1
Location: Volume 1 (Available: 912 GB) -
Thin Provisioning: Yes > 0O
Capacity (GB): 512
ISCSI Target mapping: Create a new iSCSI target -
Back MNext Cancel
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6. In this step, you will create a new iSCSI target. Input the "Name" first, we suggest you to enable the
CHAP and set up the password. To prevent anonymous use the iSCSI target, please follow figure:

Create a new ISCSI target

MName: Target-1

ION: ign.2000-01.com.synology:DiskStation

+ Enable CHAP

Mame: Targetl
Password: SESeBBEBERER
Confirm paggwgrd; [T I T RYTT Y]

Enable Mutual CHAP
Mame:
Password:

Confirm password:

Back MWewxt Cancel
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7. Confirm the settings that you have set up, if no problem, click the "Apply" button to create the iSCSI LUN.
As follow figure:

Confirm settings
The wizard will apply the following settings. The pr will take a few seconds.

Item Value

Usage ISCSI LUN

Name LUMN-1

Location Volume 1 (Available: 912 GB)
Capacity 512 (GB)

Thin Provisioning Yes

iSCSI Target mappi... Target-1 (Create)

IQN ign.2000-01.com.synology:DiskStation. Target-1.489975a39d1
Authentication CHAP
Name Targetl

Back Cancel
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8. Now you have created the iSCSI LUN, in the "Storage Manager" page, you can see the iSCSI LUN that you
have created. As follow figure:

H Storage Manager T
Create Remove Edit
3] overview
g LUN-1 - Hormal
& Volilite 1ZCE1 LUMN (Regular Files)
Status MNarmal
[ pisk Group Reported 512 GB
Used 0 Bytes
g HDD/SSD Thin Provisioning Yes
Location Yolume 1
& iscsILun iSCST Target mapping
@ iscst Target | Target-1 Ready
“ Storage Manager o
Create Remaove Edit Disable I5NS
[%Z] overview -
@ Target-1 - Ready
& Volume
MName Target-1
|ID Disk Group IQN 1gn.2000-01.com.synology:DiskStation.Target
1.489975a%d1
g HDD/SSD Service Status Ready
Authentication CHAP
. Multiple Sessions Disable
& iscst LuN i
Header digest Disable
i Data digest Disable
@ ISCSI Target i i
Maximum receive segment bytes 202144 Bytes
Maximum send segment bytes 4096 Bytes

Mapped iSCSI LUNs

MName Capacity

LUN-1 312 GB
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9. In the Windows start menu, click the "Start Menu" -> "Administrative Tools" -> "iSCSI Initiator". As

follow figure:

Troubleshoot my netwark

n‘d‘! Advanced settings Windows Firewall is not using
i, settings to protect your compi

What are the recommended =

@ Internet Explorer
Command Prompt
i J Notepad ,

@ Curtain edocker ETEFEHIE

» All Programs

Administrator

Documents

Computer

Metwark

Control Panel

Devices and Printers

Administrative Tools

Help and Support

)b © @ D] 6

&

! B O ) B i B G

#y Restore defaults Update your Firewall settings

_..:"E

{

Remote Desktop Services
Component Services

Computer Management

Data Sources (ODBC)

Event Viewer

i5CSI Initiator

Local Security Policy
Performance Monitor

Security Configuration Wizard
Server Manager

Services

Share and Storage Management
Storage Explorer

System Configuration

Task Scheduler

Windows Firewall with Advanced Security

Windows Memory Diagnostic

£8 Windows PowerShell Modules

@ Windows Server Backup

I Search programs and files @ Log off Pl

o | B| & (| 6

e|m|=

10. If pop up the follow tips when click the "iSCSI Initiator”, please click the "Yes" button.

The Microsoft iSCSI service is not running. The service is required to be
started for iSC5I to function correctly, To start the service now and have
the service start automatically each time the computer restarts, dick the Yes

button,

]
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11. In the "iSCSI Initiator Properties” window, select the "Discovery” page, and click the "Discover Portal..."

button. As follow figure:

iSCSI Initiator Properties i

Targets Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |

~Target portals
The system will look for Targets on following portals: it |
Address | Port | Adapter | IF address |
To add a target portal, didk Discover Portal, i Discover Portal..
To remove a target portal, select the address above and o |
then dick Remove. =

TiSMNS servers

The system is registered on the following iSNS servers: Refresh

Mame

12. Please input the NAS'IP. As follow figure:
iSCSI Initiator Properties

. i .:
[ X
Discover Target Portal _| B I

Enter the IF address ar DMS name and port number of the portal you

want to add,

the Advanced button.

To change the default settings of the discovery of the target portal, dick Ll
ddress I

IP address or DNS name: Port: (Defaultis 3260.)
|192.158.1.u.11ﬂ |3zsn

Advanced... (84 Cancel - Portal...

To remove a target portal, select the address above and Haite
then dick Remove., =

iSMS servers

The system is registered on the following iSMNS servers: =

Mame

X
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13. Click the "OK" button, and return the "Targets" page, now you can see a new target in the targets list
view. As follow figure:

i5CSI Initiator Properties ; = x|
Targets |Dism~.rerv| Favorite Targetsl Yolumes and Deu.ricesl RADIUS I Configuration I
—Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DMNS name of the target and then dick Quick Connect.
Target: Quick Connect: ., |
—Discovered targets
Refresh |
MName | Status |
ign. 2000-01, com. synology:diskstation. target-1.489975a... Inactive
To connect using advanced options, select a target and then et |
dick Connect, =
To completely disconnect a target, select the target and Disconncet |
then didk Disconnect, =
For target properties, induding configuration of sessions, Properties... |
select the target and didk Properties. =
For configuration of devices assodated with a target, select B |
the target and then dick Devices. =
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14. Select the new iSCSI target in the list view, and click the "Connect” button. As follow figure:

iSCSI Initiator Properties - x|

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |

—Quick Connect
To discover and log on to & target wsing a basic connection, type the IP address or
DMNS name of the target and then dick Quidc Connect.

Target: | Ciuick Conneck |
- Discovered targets
Refresh |

Mame Status

ign, 2000-01, com.synology:

To connect using advanced options, select a target and then Connect

dick Connect.

To completely disconnect a tarost, select the target and Disconnect |
then dick Disconnect.

For target properties, induding configuration of sessions, Properties. .. |
select the target and dick Properties.

For configuration of devices assodated with a tarost, select Devices. .. |
the target and then didk Devices.
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15. Click the "Advanced..."button. As follow figure:

i5CSI Inttiator Properbies

Connect To Target

Target name:

gn. 2000-01. com.synology:diskstation. target-1. 469975a9d1

¥ Add this connection to the list of Faverite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

[™ Enable multi-path

Advanced... oK. . I

Curtain e-locker 5.0 Installation Guide

To connect using advanced options, select a target and then
dick Connect,

To completely disconnect a target, select the target and
then didk Disconnect.

For target properties, incduding configuration of sessions,
select the target and didk Properties.

For configuration of devices assocated with a target, select
the target and then dick Devices.

Connect |

Disconnect |

Properties... |
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16. In the Advanced Settings window, check the "Enable CHAP log on" button, and input the name and
password that have set up in step 6. As follow figure:

Advanced Settings
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17. Click the "OK" button, it will return to "iSCSI Initiator Properties” window, you can see the new iSCSI
Target's status have changed to "Connected". As follow figure:

iSCSI Initiator Properties : x|

Targets |IZJisu::c:n'u.-'var3-I I Favorite Targets I Yolumes and Devices I RADIUS I Configuration I

— Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: Cujck Conmect,, |

—Discovered targets
Refresh |

Connected

To connect using advanced options, select a target and then Corrot |
click Connect,

To completely disconnect a target, select the target and oot |
then dick Disconnect,

For target properties, induding configuration of sessions, Properties... |
select the target and dick Properties.

For configuration of devices assodated with a target, select ot |
the target and then dick Devices.,

18. Click the "OK" button to exit.
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19. Open the Windows Disk Management, appears a new disk. As follow figure:

L Server Manager

File  Action Miew Help
e rElHERS B

% o g ELEW RS RIEVIELRI  Disk Management  Volume List + Graphical View

i * Roles
Efi Eiiatinis Yolume I Layout I Type I File System I Status |
-# P () Simple  Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition
-ﬁﬁ Configuration I.T-:System Reserved S?mple Bas?c MTFS Healthy (Syistem, .ﬁ.n:ﬁ.v.e, Primary Partition)
= ﬂ Storage e VMGLEST (D) Simple  Basic CDFS Healthy (Primary Partition)

@ Windows Server Backup

;=5 Disk Management

1] |
L_aDisk 0
Basic System Reserved (C:)
20.00 GB 100 MB NTFS 19,90 GBE MTFS
Online Healthy (System, Activ | |Healthy (Boot, Page File, Crash Dump, Primary Partit

“3iDisk 1 e
Unknown
512,00 GB 512.00 GB

i Unallocated

20. Select the new disk and right click, click the "Online". As follow figure:

L_uDisk 0

Basic System Reserved (C2)

20.00 GB 100 MB MTFS 19,90 GB NTFS

Online Healthy (System, Activ | |Healthy (Boot, Page File, Crash Dump, Primary Partit
L3iDisk 1

Linkniown |

sz00co ETTI|

EineL § | e ——

@ Properties

Jico-row  Hebp —
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21. Select the new disk, and right click, select the "Initialize Disk". As follow figure:

1] ] |
i
L_uDisk 0 :
Basic System Reserved (c)
20,00 GB 100 ME NTFS 19.90 GBE NTFS
Cnline Healthy (System, Activ | |Healthy (Boot, Page File, Crash Dump, Primary Parti:
“FDisk 1

Unknawn
512,00 GE S e =g
Mot Initiali

Offline

Lﬂ:ﬂ} p¢ Properties

VD
24 MB Help

(D:)

o

22. Select the "MBR" partition style, then click "OK", and right click the new disk, select the "New Simple
Volume...". As follow figure:

: X
You must initialize a disk before Logical Disk Manager can access it
Select disks:
[wfl: Dlishc 1

Ise the following partition style for the selected disks:

i* MEBR {Master Boot Record)
i™ GPT(GUID Parttion Table)

Mote: The GPT partition style is not recognized by all previous versions of
Windows. It is recommended for disks larger than 2TB, or disks used on

tanium-based computers.
oK I Cancel

i
L_uDisk 0 :
Basic System Reserved (C:)
20.00 GB 100 ME NTFS 19.90 GB MTFS
Cnline Healthy (System, Activ | |Healthy (Boot, Page File, Crash Dump, Primary Partit
Basic - :
512.00 GB 512,00 GB “~ : i
Online Unallocated 2 Mew Simple Volume. ., i
R e e g g e g rat 10 Mew Spanned Molume, i
AR ol b= i
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23. Create "New Simple Volume", click "Next" to continue, then completing the New Simple Volume
Wizard. As follow figure:

New Simple Volume Wizard _ x|

Welcome to the New Simple
Volume Wizard

This wizard helps you create a simple volume on a disk.

A simple volume can only be on a single disk.

To continue, click Mext.

2 Haok Mext > Cancel

24. Now you can see a new volume "E:" appears in the Windows Explorer. As follow figure:

Gﬂ - 'EJ - |Computer =

Organize *  AutoPlay  Properties  System properties  Uninstall or change a program  Map network drive 2

- m | Search Computer

Il

. Favorites “ Hard Disk Drives (2)
B Desktop Local Disk (C:) New Volume (E:)
B Dow g — P
—— 12,268 free of 19.8GB §®  S11GBfree of 511GB

'l Recent Places
ik

« Devices with Removable Storage (2)

4 Libraries ; : 4 4 DVD Drive (D) Integration Services
= Floppy Disk Drive (&:) = . Setup
,;n':] Documents = E-}.:y' 0 bytes free of 23.6 MB

Jﬁ Music
Share the virtual disk and protected with Curtain e-locker
25. Share the virtual disk.
26. Open the Curtain Admin, set the share virtual disk protected (Refer to FAQ 00085).
27. Now re-launch Curtain Client, and mapping protected network drive .

P.S. NAS share folder permission need to migrate to the Windows server manually by Administrators.
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8.3 - Enable/disable Curtain Debug Log

To enable/disable Curtain Debug Log, please follow below steps:
1. Launch Command Prompt (by selecting Start menu > Programs > Accessories > Command Prompt)
2. Enter "regedit” to launch Registry Editor
3. Go to \HKEY_LOCAL_MACHINE\SOFTWARE\Coworkshop\Curtain 3
4. Enable Curtain Debug Log:
e To Enable the log, Set Debuglog = a

5. Reproduce problem
6. Send log files under the locations stated below to Curtain Support Team;

Locations for Vista and above system :
e \\installation path\Coworkshop\Curtain 3\cbin\log
o \\Users\username\CurtainLog

Locations for Vista and below system:
e \\installation path\Coworkshop\Curtain 3\cbin\log
o \\Users\username\CurtainLog

For example:

C:\Program Files\Coworkshop\Curtain 3\CBin\Log
C:\Program Files (x86)\Coworkshop\Curtain 3\CBin\Log
C:\Users\tester\CurtainLog

P.S. For 64-bit operating system, please send logs under both "Program Files" and "Program Files (x86)".
7. After the completion of the operation, please remember to stop the debug log:
e To Disable the log, Set DebuglLog = 0

P.S. Please remember to disable the log after use. It is because the log may take a lot space of hard-disk.
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8.4 - Generate unique token for cloned Curtain Client

During installation of Curtain Client, it will generate an unique token (GUID, Globally Unique Identifier) to
identify each client. This token will be stored in Registry. Since cloned Curtain Clients will have same token,

you need to regenerate this unique token for them.

Steps to generate and update Token automatically

1. In workstation with Curtain Client installed, double click to run ReGenToken.exe tool.

2. You will be prompted "Generate token and set successfully”.

3. Please go to Curtain Client and Curtain Admin to double check whether the token has been changed.

Checking Token on Curtain Client :

B Registry Editor
File Edit View Favorites Help

w - SOFTWARE
| > - AGEIA Technologies

3 Classes

-1 Clients

w - Cowarkshop

{ ». Curtain3
Dalby
DoTs
Fartemedia
GEAR Software

» - L Google

» - IM Providers

: Intel
Khronos
Knowles

» - Macromedia
Microsoft
MozillaPlugins

} MNarton

» - MNuance
MWVIDIA Corporation
ODBC

3 OEM

5 - Partner

L

Mame
at’ ClientPath

Sl

s Debuglog

T DebuglogSave..
W4 DisableEFs

T FileBased

B FirstRun

ab Instal|PathAdmin

w1

s LocalEncryption

T LsdHelpHideSta...

T Major

T4 MigratedToPPD
T Minor

al' Organization
T PatchPending
b’ ProductKey

T Revision

W Seqo

ab’ Server

ab | JserMame

Computet\HKEY_LOCAL_MACHINE\SOFTWARE\Coworkshoph\Curtain 3

Type

REG_5Z
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_5Z
REG_DWORD
REG_DWORD

REG_SZ
REGSE ik

REG_SZ

Data

ChProgram FilesyCoworkshophCy
0x0000000a (10)

Ox0000000a (10}

(00000000 (07

(00000000 (07

(00000000 (07

Ch\Program Files\Coworkshop\Cy
(00000001 (12

Ox00000000 (07

(00000003 (32

000000001 (1)

(00000008 (8)

Kelvin-samsung

(00000000 (07
ZP3VL-POI25-5HZHB-PNLEE-TT1
(00000000 (07

(Oe0000001F (37)

127.0,0.1

(8C1322F1-2D00-4855- ADFA-E6)
Kelvin-samsung
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Checking Token on Curtain Admin:

FI|E." ‘I.I’lew Clients F‘ollmes Language Hel

3 €4 A 5B ?

L—' J Administrator Manager Client Mame Policies Status  Build.. Last Online Date MNetw...

- Client % DESKTO.. Default Policy Normal 32732 2016-11-24 09:11:47 3273
; ¥ Marsc-PC  test Mormal 32732 2016-11-24 09:09:22 3273

Token

{115AF
{CoB 5t

5 Not Protected (9)

P.S. GenToken.exe tool have two versions (i.e. 3272 and 3273), please according to your Curtain Client's
version to select.

Download link :

GenToken.exe tool
http://www.coworkshop.com/download/ReGenToken.zip
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9 - Best Practice

9.1 - Allow protected files copy/send out of protected zone
Steps to authorize users to copy/send protected files out of protected zone by file extension:

1. Launch Curtain Admin, right click Policy group ->Properties ->Copy to Non-Protected Directory .
Default Policy

Settings |S}ﬂstem Policy | Applications |

[T DISABLE PROTECTION on protected zones (NOT Recommended)
Protected Directony

[ Hide my computer
™ Hide local protected directory Protected Directory Prot Dir

[~ Disable delete files in network dive [ Additional Protected Directuryl Add |
I vI [lelete |

Email
[~ Alow send sensitive documents by email
¥ | fudit trail for sending sensitive documents
™| Send notifization o I Add
I j Delete |
Housekeeping
[T Clearthe whole local protected directony [T Cleartemp folder in local protected directony
‘g % Startup % Startup
O wieekly Sun Mon Tuetyed Thu Bt Sat O wieekly  Sun MonTiuetwed Thu Fri Sat
I T T SR RIS I T T SR RIS

[T Clearfiles in local protected directony
™| Delete file after downlzad IE Days [T Delete file after madified I: [ays

[elete i IaII - I applied

Copy to Mon Protected Directory
% Not allowed(Recommended); Allawed E:-:tensiu:unsl Add | Copy option |

t Nlm a" unsuppao tEd t?pﬂ I vI DE'EtE |
t le extensions

o] o |
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2. Enable "Allow extensions" and enter a file extension you want to allow copying (e.g. TXT)

Copy to Mon Protected Directory

" Not allowed(Recommended) Allowed Extensions Itxt | Add | Copy option |
™ Allow all unsupported type Iﬁ |
- D’&IHE

i+ Allow extensions
ok | Cancel | Aoy |

3. Click "Add" and select "Yes" button .

Curtain e-locker EI
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4. Launch Curtain Client, Right click .txt file, select "Copy to" unprotected zone..

# Curtain e-locker Client - Default Policy = =R
Fle View Application Toal Help

BS@®eee 2 |P?

Location My Computer\Protected Directony\C\ProtDir WINTG4EN

=18 My Computer Name | Size || Typ
ELﬂ Protected Directory |_| 10 ﬂ
. -li4 Protected Directory (C\ProtDir\WIN7E Open
B BEBIAEE (A

Encrypt to (Decrypt anywhere) 3

I.—Lj DVD BFHE (D) Encrypt to (Decrypt in Client only) »
Zip..

Zip to test.tet.zip

Open With 3
Cut

Copy
I Copy to I » Desktop |

Send Request Mail Recipie

Choose Cire

Rename

Delete

Search..

1 1 o Refr=sh

Properties

5. Done.

P.S. Please remember that this setting will override setting in Application Control. For example, if you do
not allow this group to save/copy file out in MS Excel but allow copying XLS file out, the latter setting will
override former setting.
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9.2 - How to protect SolidWorks Enterprise PDM ?

High-level steps for setting up Curtain Protection for SolidWorks EPDM:

1. In Curtain Admin, protect the EPDM server.

2.In user's PC, use Secure EPDM View Setup to set Local File Vault to any folder under Local Protected
Directory.

3. Done.

Detailed steps for the setup:
Step 1. In Curtain Admin, protect the EPDM server.

1.1. In Curtain Admin, select "File > Settings".
1.2. In Server Information tab, click Add button to add EPDM server information first.

Server Address: Hostname or IP address of the EPDM server.
Port: Default value is Port 8443 (for communication between Curtain Admin and Curtain Server Plug-in).

SR X
Password Management I Approver Information l Watermarks I LDAP
Settings Server Information
~ Server
Server Address |Porl: |R=marks |

Server Address

oK I Cancel apply

1.3. Click "OK" to confirm.
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1.4. Protect port for EPDM server.
- In Port Protection, check "Enable Protection”.
- Click "Add" button, a dialog box will be shown.

Password Management I Approver Information ] Watermarks I LDAP

~Port Protection
u""r'g [V Enable Protection

Server Address | Protocol | Port Add... |
Remave |

Add, .,
oK Cancel Remave
MadiFy, ..
oK I Cancel apply

e  Address - Select the EPDM server (hostname or IP address)
e  Port Number - Enter 3030 (default port for EPDM is 3030)
e  Protocol - Select TCP (default protocol for EPDM is TCP)

1.5. Click OK to confirm.

Step 2. In user's PC, use Secure EPDM View Setup to set Local File Vault to any folder under Local Protected
Directory.

- If more than one user use EPDM in this PC, you need to use Additional Protected Directory because User
A cannot Access Local Protected Directory of User B. Please follow Step 2.1 to continue.

- If only one user uses EPDM in this PC, please go to Step 2.4 to continue.

2.1.In Curtain Admin, select a Policy Group and right-click to select "Properties".
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2.2.1n Settings tab:
- Check "Additional Protected Directory" and enter the path.
- Click "Add" button to confirm.

Settings |System Policy | Applications |

[~ DISABLE PROTECTION on protected zones (NOT Recommended)
Protected Directory

[~ Hide my computer

B [T Hide local protected directory Protected Directory Prot Dir
[~ Disable delete files in network drive ¥ Additional Protected Directory IC:\pdm view Add |
I vI Delete
Crm=il _I

2.3. The Additional Protected Directory will be shown after you restart Curtain Client.

¥ Curtain e-locker Client - Default Policy
FI|E ‘u"le1.-.r Appllcatlon Tool Help

H u. A ;:’,.a:'t,.a‘

LDCEtII’Jﬂ 1['-.-'1:; Cumputer\PrDtected Dlrectnrj,r\C \pdm view

!--"zg Protected Metwork Drives Mame
E|‘li, My Computer f« ggg

[ - Protected Directory
E| Lﬂ Protected Directory (CAProtDirWINTG4EM

Chpdm vlew.

B Flupp}r Disk Drrive (A:)
&% Local Disk (C:)
oty DVD Drive (T%)

2.4.1n start menu, select "All Programs > Coworkshop Curtain e-locker > Secure Applications™.
) Accessories

. Coworkshop Curtain e-locker
¥ Curtain e-locker Client
s Secure Applications
_{3 Secure Internet Explorer

. Dassault Systemes

2.5. Launch Secure EPDM View Setup.

Secure EPDM ViewSetup
sy Shortcut
. JH 219 KB
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2.6. Set Local File Vault to any folder under Local Protected Directory.

fi Select location - (Protected by Curtain e-locker) @

Select location 2
Choose how you want to attach your file vault views and press Next to continue.

Attach location

The file vault views will be created in the following location:

dem view ‘ Browse...

Attach type
Make the local views accessible:

() Dy for me

(@) For all users on this computer {requires local administrator fights)

| <Back || Net> | [ Cancel

P.S. If more than one user use EPDM in this PC, the file vault views should be created in Additional
Protected Directory.

2.7.1In Start menu, select "All Programs >Coworkshop Curtain e-locker > Secure Applications”.

2.8. Select the shortcut of Secure EPDM Client and right-click to select "Properties".
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2.9. Enter the path of EPDM local File Vault at the end of Target.

EE' Secure EPDM Client Properties
Security I Details | Previous Versions
General | Shorteut | Compatibility

@ Secure EPDM Client

Target type: Application

Target location: CBin

Target: urtain 3\CBin W PDMWEClient exe” "C:\pdm view"

Start in: ".C:\F‘roglam Files\Coworkshop*Curtain EKEBin\""

Shortout key: .Nune

Bun: [ Mormal window - ]

Comment: éécure EF‘DI'I-I'IDlent

[ Open File Location ] [ Change lcon... ] [ Advanced... ]
| ok || Cancel Apply

P.S. Please make sure that:

- You have used Secure EPDM View Setup to set Local File Vault to this Additional Local Protected
Directory.
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2.10. Access EPDM by using Secure EPDM Client.

Secure EPDM Client

Shortcut
- 211 KB
@Orﬂﬂ b pdmview » ggg » parallel pins v|¢f|| Search pdm view
Organize = Check In Get Latest Version History View File Mew Folder Bz -
o Faie & Actions = Modify = Display = Tools = X
& 122 Mame Checked Out By Size File Type State Modified
arallel pins ... rmin : oolbox Part ... -06-0
Bl Desktop parallel pi Admi 14638 KB ToolboxP 2010-06-0
i Downloads [EJ parallel pins ... Admin 14992 KB Toolbox Part ... 2010-06-0
B Fecent Places [EJ pins with ext... Admin 196.74 KB  Toolbox Part ... 2010-06-0
== H pins with ext.. Admin 164.08 KB Toolbox Part ... 2010-06-0'
o [EJ pins with ext... Adrmin 160.7 KB Toolbox Part ... 2010-06-0
i F pins with spli.. Admin 15968 KB Toolbox Part ... 2010-06-0
%] Documents H spring pinsl..  Admin 172.55KB Toolbox Part ... 2010-06-0°
@ Music H spring pinsl..  Admin 17227KB  Toolbox Part ... 2010-06-07
[ Pictures
B videos

M Com puter

' i |

Gt Preview DataCard  (=)Version 11 [B%Bill of Materials &=, Contains T2 \where Used

[ @ @ [[F@ Default| [F® PreviewCrg

WYariable Yalue

| gl Author

| @l Date

I @l Description
| wiHeat Treat
I @ Material

I g Model Number
4 ]

‘?! Metwork

o pdm view
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